
 Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller: Project Summary Report 
 

200993 06C Page 1 of 43 11/08/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 
 

 

 

 

 

 

 

 

 

Resilience as a Service 

Scottish & Southern Electricity Networks 

DNO RaaS Controller: Project Summary Report 

 
 
By:  Smarter Grid Solutions Ltd. 
 
Date issued:  11/08/2021 
 
Document number: 200993 06C 
 

 

 

  

© 2021: Smarter Grid Solutions Ltd.  (SC344695).  All rights reserved.  No part of this document may be reproduced or transmitted 
without the prior written consent of Smarter Grid Solutions except for internal use by the named recipient. 

This document has been prepared for the titled project or named part thereof and should not be relied upon or used for any other 
project without an independent check being carried out as to its suitability and prior written authority of Smarter Grid Solutions being 
obtained.  Smarter Grid Solutions accepts no responsibility or liability for the consequence of this document being used for a purpose 
other than the purposes for which it was commissioned.  Smarter Grid Solutions accepts no responsibility or liability for this document 
to any party other than the person by whom it was commissioned. 

To the extent that this report is based on information supplied by other parties, Smarter Grid Solutions accepts no liability for any loss 
or damage suffered by the client stemming from any conclusions based on data supplied by parties other than Smarter Grid Solutions 
and used by Smarter Grid Solutions in preparing this report. 



 Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller: Project Summary Report 
 
 

200993 06C Page 2 of 43 11/08/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 

1. DOCUMENT ISSUE CONTROL 

Document name:  DNO RaaS Controller: Project Summary Report 

Document number: 200993 06C 

  

Version Issue Date Author 
Reviewed 

by 
Approved by Description 

DUR 
# 

A 21/05/2021 
C 

MacKenzie 
M Dolan R MacDonald 

First Full Draft 
for review 

5019 

B 15/07/2021 
C 

MacKenzie 
R 

MacDonald 
R MacDonald 

Second Draft for 
review 

5164 

C 11/08/2021 
C 

MacKenzie 
M Dolan R MacDonald Final Issue 5223 

 

Contact: 

Name:   Colin MacKenzie 

Job Title:  Smart Grid Principal Consultant 

Email:   cmackenzie@smartergridsolutions.com  

 

Smarter Grid Solutions Ltd. 

Optima Building, 

58 Robertson Street, 

Glasgow, 

G2 8DU  



 Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller: Project Summary Report 
 
 

200993 06C Page 3 of 43 11/08/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 

CONTENTS 
1. DOCUMENT ISSUE CONTROL ................................................................................................. 2 

2. INTRODUCTION .................................................................................................................... 5 

 Project Background ................................................................................................................. 5 

 SWP 3 - Detailed DNO Control Scheme Design for the Selected Trial Site ............................. 5 

2.2.1. Task 1 - Initiation, Review of Project Progress, Project Outputs and Liaison with Partners
 6 

2.2.2. Task 2 - DNO RaaS Controller Requirements and Use Case Specification ...................... 6 

2.2.3. Task 3 - DNO RaaS System Architecture Specification .................................................... 6 

2.2.4. Task 4 - DNO RaaS System Detailed Design Specification ............................................... 7 

2.2.5. Task 5 - DNO RaaS System Testing, Installation, Commissioning and Trial Plan ............. 7 

2.2.6. Task 6 - DNO RaaS System Design Delivery Reporting and Supporting Dissemination .. 8 

2.2.7. Exclusions ........................................................................................................................ 8 

 Scope of this Report ................................................................................................................ 8 

 Document Structure ................................................................................................................ 8 

 Intended Audience .................................................................................................................. 9 

 Stakeholders ............................................................................................................................ 9 

 Reference Documents ........................................................................................................... 10 

 Terminology ........................................................................................................................... 11 

3. DNO RAAS CONTROLLER OVERVIEW .................................................................................... 13 

 RaaS Components and Context ............................................................................................. 13 

 RaaS System Operational Modes .......................................................................................... 17 

 DNO RaaS Controller Operating Principals ............................................................................ 18 

4. DNO RAAS CONTROLLER DESIGN ......................................................................................... 20 

 Architecture ........................................................................................................................... 20 

4.1.1. Physical Architecture ..................................................................................................... 20 

4.1.2. Architecture for RaaS BESS Remote from the Primary Substation (BaU applications) . 22 

4.1.3. Communications ............................................................................................................ 23 

 Hardware ............................................................................................................................... 26 

5. DNO RAAS CONTROLLER TESTING, INSTALLATION, COMMISSIONING PLAN .......................... 27 

 DNO RaaS Controller Test Plan .............................................................................................. 27 

 Test Stages ............................................................................................................................. 27 

 Test Environments ................................................................................................................. 27 

5.3.1. FAT Environment ........................................................................................................... 28 

5.3.2. Pre-Production Testing (PPT) Environment ................................................................... 29 

5.3.3. Site Acceptance Testing (SAT) Environment ................................................................. 31 

 Tests ...................................................................................................................................... 32 

5.4.1. Test Categories .............................................................................................................. 32 



 Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller: Project Summary Report 
 
 

200993 06C Page 4 of 43 11/08/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 

5.4.2. Black Start Site Acceptance Testing .............................................................................. 32 

5.4.3. Implementing Black Start Site Acceptance Testing (SAT).............................................. 34 

 DNO RaaS Controller Installation and Commissioning Programme ...................................... 36 

6. DNO RAAS CONTROLLER COST ESTIMATES FOR PROCUREMENT AND INSTALLATION ............ 40 

 DNO RaaS Controller Hardware Cost Estimates .................................................................... 40 

6.1.1. Control Module ............................................................................................................. 40 

6.1.2. PQM Module ................................................................................................................. 40 

6.1.3. I/O Modules ................................................................................................................... 40 

6.1.4. Communications Modules ............................................................................................. 40 

6.1.5. Control Panel ................................................................................................................. 40 

6.1.6. HMI ................................................................................................................................ 40 

 DNO RaaS Controller Labour Cost Estimates ........................................................................ 40 

 Cost Summary ....................................................................................................................... 40 

7. APPENDIX 1 - SSEN SWP3 LIST OF SCOPE OF WORK ITEMS ................................................... 42 

TABLES 

Table 1 - Stakeholders ............................................................................................................................. 9 

Table 2 - Terminology ............................................................................................................................ 11 

Table 3 - RaaS System Actors ................................................................................................................ 14 

Table 4 - Summary of Communication Between Components of RaaS System with the DNO RaaS 
Controller .............................................................................................................................................. 24 

Table 5 - DNO RaaS Controller Use Cases ............................................................................................. 32 

Table 6 - DNO RaaS Controller Estimated Delivery Timescales & Supplier Person-Days Effort Estimate
 ............................................................................................................................................................... 36 

Table 7 - Cost Summary ......................................................................................................................... 41 

FIGURES 
Figure 1 - RaaS System Context Diagram .............................................................................................. 13 

Figure 2 - Smart Grid Architecture Model (SGAM) Context Diagram ................................................... 17 

Figure 3 - DNO RaaS Controller with Local RaaS BESS Physical Architecture ........................................ 20 

Figure 4 - DNO RaaS Controller with Remote RaaS BESS Physical Architecture ................................... 22 

Figure 5 - FAT Environment ................................................................................................................... 28 

Figure 6 - PPT Environment: SSEN Premises ......................................................................................... 29 

Figure 7 - PPT Environment: BESS EMS Premises .................................................................................. 30 

Figure 8 - SAT Environment (with Local BESS) ...................................................................................... 31 

Figure 9 - Topological map of Drynoch 11kV Network ......................................................................... 33 

Figure 10 - Gantt Chart for Proposed Project Test Schedule ................................................................ 39  



 Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller: Project Summary Report 
 
 

200993 06C Page 5 of 43 11/08/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 

2. INTRODUCTION 

 Project Background 

Scottish Hydro Electric Power Distribution (SHEPD) has contracted Smarter Grid Solutions (SGS) to 
support Scottish & Southern Electricity Networks (SSEN) on SSEN Work Package 3 (SWP3) ‘Detailed 
DNO Scheme Design’ within Phase 1 of their Resilience as a Service (RaaS) innovation project.   

This Network Innovation Competition funded project aims to improve energy security in rural and 
remote areas by combining battery storage with local energy resources to provide low carbon, cost 
effective network resilience in response to faults.  The project is being delivered by three project 
partners - SSEN as the network operator together with smart infrastructure experts Costain and 
leading European energy company E.ON. 

SWP3 required SGS to produce a detailed DNO scheme design for the project’s selected trial site1, 
which also considers replicability across further sites.  The DNO scheme design comprises the system 
architecture for the DNO-side aspects of the RaaS system, including its integration with existing SSEN 
assets and interface with the external (third party owned) elements of the RaaS scheme (under 
development by E.ON), together with the supporting DNO side operational functions, control 
processes and information exchanges required to implement a RaaS solution.   

SGS then built on the DNO RaaS Controller detailed design to develop the testing plan, installation and 
commissioning plan and budgetary cost estimate for deployment of the DNO RaaS Controller at the 
trial site. 

SGS has engaged with SSEN and their partners throughout the SWP3 work awarded to SGS. 

 

 SWP3 - Detailed DNO Control Scheme Design for the Selected Trial Site 

SGS has taken the 24 required Scope of Works (SoW) items specified by SSEN (see Appendix 1) and 
addressed these through a smaller number of logically cognate and sequential tasks that incorporate 
the complexity and interdependency across these areas.  This brings together the diverse domains 
across the common themes of requirements specification, Use Case specification, architecture 
modelling as well as detailed technical and procedural design.  Organising the project in this way also 
enables clear and efficient project management.  SGS has mapped the 24 SSEN SoW items to six tasks, 
with four milestone deliverable documents, as set out in Schedule 1 of the agreed SHEPD/SGS Contract 
[1]. 

The Tasks are as follows, with descriptions provided in the subsections below: 

Task 1 Initiation, Review of Project Progress, Project Outputs and Liaison with partners 

Task 2 DNO RaaS Controller Requirements and Use Case Specification 

Task 3 DNO RaaS Controller Architecture Specification 

Task 4 DNO RaaS Controller Detailed Design Specification  

Task 5 DNO RaaS Controller Testing, Installation, Commissioning and Trial Plan  

Task 6 DNO RaaS Controller Design Delivery Reporting and Supporting Dissemination 

  

 
1 SSEN are specifying the works and equipment to replace the existing 11kV switchboard at the Drynoch primary substation trial site with a 

new suitable 11kV switchboard for the RaaS trial. 
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The milestone deliverables and associated tasks are: 

Each of the tasks are described in the following sections (2.2.1 - 2.2.6). 

 

2.2.1. Task 1 - Initiation, Review of Project Progress, Project Outputs and Liaison with 
Partners 

Task 1 comprised initiation of SWP3 with familiarisation of existing project material and information 
available from SSEN, together with ongoing liaison with SSEN and other RaaS project partners, as 
necessary.  This included an extensive peer review and feedback on the E.ON RaaS FEED report [2]. 

 

2.2.2. Task 2 - DNO RaaS Controller Requirements and Use Case Specification  

Task 2 involved capturing, analysing and specifying the following to enable the detailed design to 
address all functional, system, user, information and other requirements:  

• High-level functional requirements. 

• Functional use cases. 

• Detailed requirements (functional, non-functional, roles/responsibility, infrastructure & security). 

Task 2 is documented in [3] and covers items 2, 4, 5, 6, 8, 9, 12 and 15 from the SSEN Scope of Work 
for SWP3 along with the outputs of Task 1, items 1, 19, 20, 21 and 22.   

 

2.2.3. Task 3 - DNO RaaS System Architecture Specification 

Task 3 defined the appropriate DNO RaaS Controller system architecture that will deliver the use cases 
and meet the requirements captured based upon logical requirements.   

The architecture was developed in collaboration with SSEN and, at an appropriate level of detail, 
incorporates communications infrastructure protocols and data transfers, capturing the distinctions 
between different hosting environments e.g. SSEN IT, OT and RTS systems, third-party/non-SSEN, and 
project partner/RaaS Service Provider components of the overall solution. 

Where distinction exists, the architecture presents features that are specific to the innovation project 
trial, and those that may be established for BaU roll-out.   

Task 3 is documented in [4] and covers items 3, 4, 6, 7, 11 and 13 from the SSEN Scope of Work for 
SWP3 along with the outputs of Task 2 above.   

The outputs from Task 3 feed directly into, and are a core part of, Task 4 below. 

 

SWP3-1 DNO RaaS Controller Requirements and Use Case Specification document, Tasks 1 & 2 

SWP3-2 DNO RaaS Controller Detailed Design Specification document, Tasks 3 & 4 

SWP3-3 DNO RaaS Controller Trial Testing, Installation and Commissioning Plan and Budgetary 
Cost Estimate document, Task 5 

SWP3-4 SWP3 DNO RaaS Controller Project Summary Report, Task 6 
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2.2.4. Task 4 - DNO RaaS System Detailed Design Specification  

The detailed design was developed based on the DNO RaaS Controller Requirement Specification 
(Task 2).  In line with the approach taken for the requirements specification and architecture 
specification (Task 3), the detailed design identifies any relevant distinctions between the design for a 
vendor-neutral general case and features relating to the trial system planned for Drynoch primary 
substation. 

The Detailed Design Specification (DDS) for the DNO RaaS system covers the following: 

• Overall design and embedded operating principles and procedures for the DNO side RaaS control 
system. 

• Functional DNO side control logic capturing the following operating modes:  

o grid connected operation. 

o grid-connected to islanded transition. 

o island operation (including DER embedded within the network). 

o island-to-grid synchronisation and transition. 

o black start. 

• Communications media, information standards and protocols. 

• Network monitoring, visibility and operator intervention - including alarms to the DNO DMS 
(Distribution Management System) and associated interface design of required functionality 
within SCADA and the central DMS. 

• Fail-safes and communication reliability issues. 

• Third-party RaaS control interfaces. 

• Operational risks and mitigation measures. 

• Cyber Security: risks and security design. 

• Organisational models. 

Task 4 is documented in [4] and includes items 5, 6, 7, 8, 10, 11, 12, 13, 14, 15, 20, and 21 from the 
SSEN Scope of Work along with the outputs of Tasks 2 and 3 above.   

 

2.2.5. Task 5 - DNO RaaS System Testing, Installation, Commissioning and Trial Plan  

Task 5 defined an implementation plan to support planning the network trial stage of the project 
including: 

• Test Programme: detailing the programme of tests that are required to validate DNO side design 
functionality.  This presented the key test elements required and the different test stages to be 
executed. 

• Commissioning and Implementation Plan: based on the system components, functionality, Site 
Acceptance Testing (SAT) (in situ) and trial operational period requirements.   

• Trial Implementation Cost Estimation: provides a budgetary estimate for DNO RaaS Controller 
implementation and testing.   

Task 5 includes items 16, 17 and 18 from the SSEN Scope of Work. 
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2.2.6. Task 6 - DNO RaaS System Design Delivery Reporting and Supporting Dissemination 

The delivery of the detailed design methodology in Tasks 1 to 5 are captured in this summary report. 

The report provides an overview of the work to support dissemination, in keeping with the 
requirements of NIC governance. 

SGS will further support the dissemination of SWP 3 findings through contribution to supporting 
materials for workshop, webinar or conference presentation, including supporting the delivery of such 
events with industry-recognised subject-matter experts from the SGS team. 

This task includes items 23 and 24 from the SSEN Scope of Work.   

 

2.2.7. Exclusions 

SGS’s SWP3 work does not cover the following topics: 

• Changes to SSEN’s DMS other than new alerts/status updates and control commands necessary 
for the Control Room to have visibility of the RaaS scheme and interact with the DNO RaaS 
Controller which form part of the testing plan. 

• Detailed functionality of third-party systems (e.g. the BESS EMS, protection schemes, 
measurement and automation) other than functions relevant to the DNO RaaS Controller testing 
plan. 

• SSEN’s communications infrastructure other than details relevant to the DNO RaaS Controller. 

• SSEN’s processes (including backup processes). 

• SSEN’s policies. 

 

 Scope of this Report 

This document builds on Tasks 1 to 5 and covers: 

• Task 6 - DNO RaaS System Design Delivery Reporting and Supporting Dissemination. 

This document forms the SWP3-4 deliverable. 

 

 Document Structure 

The remainder of this document is structured as follows: 

Section 3 DNO RaaS Controller Overview. 

Section 4 DNO RaaS Controller Design.   

Section 5 DNO RaaS Controller Testing, Installation, Commissioning Plan. 

Section 6 DNO RaaS Controller Cost Estimates for Procurement and Installation. 

Appendices  
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 Intended Audience 

The intended audience is as follows: 

• SGS Project Design Team. 

• SSEN RaaS Delivery Team. 

• SSEN BaU teams including Design, OT, RTS and the Control Room. 

• E.ON RaaS Design Team. 

• Costain RaaS Team. 

• Potential suppliers of RaaS equipment, including those who may tender to provide the DNO RaaS 
Controller. 

• Other DNOs and network operators, and those with an interest in electricity network innovation 
the development of enhanced flexible solutions. 

 

 Stakeholders 

Table 1 lists the various stakeholders and their interests in the project. 

Table 1 - Stakeholders 

Stakeholder Interest 

SGS Consultant appointed to develop the DNO RaaS Controller requirements, design, 
and testing specifications. 

SSEN - RaaS 
team 

DNO appointed to deliver the RaaS project, including development of the DNO 
side system to interface with the external RaaS BESS, and in the context of 
creating a scheme suitable for future business as usual role out of RaaS. 

SSEN - 
including 
Design, OT, 
RTS, Control 
Room 

Approval of designs & equipment prior to implementation of a RaaS scheme, 
interaction with the ongoing operation of RaaS.  Approval of the testing of the 
system functions/architecture, user interface and review of the various test plan 
results.  Party to the DNO RaaS Controller pre-production and site acceptance 
testing.  BaU system approvals and operations of BaU systems. 

E.ON - RaaS 
team 

Technical development of the RaaS BESS system and associated Energy 
Management System, and its interfacing with SSEN assets.  Party to the DNO RaaS 
Controller pre-production and site acceptance testing. 

Costain - RaaS 
team 

Appraising the supply chain for RaaS, though stakeholder engagement with those 
who may participate in delivering a RaaS solution. 

Other DNOs & 
ESO 

Potential future adopters of RaaS, or similar approaches for improving security of 
supply through engagement with third party DERs. 

Equipment 
Suppliers 

Those who may provide equipment or services necessary for the implementation 
and testing of a RaaS scheme. 
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 Reference Documents 

This report refers to the following documents associated with the RaaS project and requirements for 
the DNO side control system. 

[1] Research and Development agreement between Scottish Hydro Electric Power Distribution Plc 

and Smarter Grid Solutions Ltd “Project; FW Services - RaaS Phase 1 Project Support - Multisite 

0721 Purchase Order number; 1221060522”, dated 06/01/2021. 

[2] Resilience as a Service ‘Front End Engineering Design (FEED)’ report, version v2.0, dated 
17/02/2021. 

[3] Smarter Grid Solutions report “Resilience as a Service, DNO RaaS Controller Requirements and 

Use Case Specification”, Document No.  200993 03 version C, 13/05/2021. 

[4] Smarter Grid Solutions report “Resilience as a Service, DNO RaaS Controller Detailed Design 

Specification”, Document No.  200993 04 version C, 25/06/2021. 

[5] Smarter Grid Solutions report “Resilience as a Service, DNO RaaS Controller, Trial Testing, 

Installation & Commissioning Plan and Budgetary Cost Estimate”, Document No.  200993 05 

version B, 05/07/2021 
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 Terminology 

Table 2 describes acronyms and other terms used within this document. 

Table 2 - Terminology 

Term Definition 

ANM Active Network Management 

ATS Acceptance Test Specification 

BaU Business as Usual - refers to adoption of RaaS into standard business 
operations for wider deployment following successful project trials 

BESS Battery Energy Storage System 

CB Circuit Breaker 

CT Current Transformer 

DAR Delayed Auto Reclosers 

DDS Detailed Design Specification 

DER Distributed Energy Resource 

DERMS Distributed Energy Resources Management System 

DG Distributed Generation 

DMS Distribution Management System 

DNP3 Digital Network Protocol 3 

DNO Distribution Network Operator 

EMS Energy Management System 

FAT Factory Acceptance Testing 

FEED Front End Engineering Design 

HiL Hardware in the Loop testing 

IED Intelligent Electronic Device 

IT Information Technology 

LOM Loss of Mains 

NOP Network Open Point 

OT Operational Technology team 

PMCB Pole Mounted Circuit Breaker 

PPT Pre-Production Acceptance Testing 
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Term Definition 

PQM Power Quality Monitoring 

RaaS Resilience as a Service 

RTS Real Time Systems team 

RTU Remote Terminal Unit 

SAT Site Acceptance Testing 

SCADA Supervisory Control and Data Acquisition 

SGAM Smart Grid Architecture Model 

SGS Smarter Grid Solutions 

SHEPD Scottish Hydro Electric Power Distribution 

SoW Scope of Work 

SSEN Scottish and Southern Electricity Networks 

TCP/IP Transmission Control Protocol of the Internet Protocol suite 

Threshold Setting at a Measurement Point 

UC Use Case 

UI User Interface 

VT Voltage Transformer 
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3. DNO RAAS CONTROLLER OVERVIEW 

An overview of the DNO RaaS Controller is provided in the following sections.  This includes the context 
of where the DNO RaaS Controller sits in terms of the other components (actors) that make up the full 
RaaS system, the RaaS system operating modes and the operating principles that have driven the DNO 
RaaS Controller design. 

 

 RaaS Components and Context 

The RaaS system comprises a number of key components (actors) communicating and operating 
together to provide a scheme which improves supply resilience for customers.  This is illustrated in the 
context diagram shown in Figure 1. 

 

Figure 1 - RaaS System Context Diagram 
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The high-level roles and functions for each actor are described in Table 3. 

Table 3 - RaaS System Actors 

Actor Type Description 

DNO Organisation The DNO that has chosen to implement a RaaS solution to 
improve Security of Supply at a given primary substation, based 
on a comprehensive Cost Benefit Analysis, and contracted via a 
suitable flexibility services tender/procurement process. 

DNO Control 
Room 

Person DNO Control Room individual(s) with operational oversight of 
the DNO DMS and other associated network control systems, 
including RaaS.  Responsible for enabling/disabling RaaS 
system operation, initiating black start operations directly or by 
pre-authorising the DNO RaaS Controller, and initiating island 
synchronisation back to the grid directly or by pre-authorising 
the DNO RaaS Controller. 

DNO DMS System The Distribution Management System that provides the central 
DNO Control Room with visibility and control of the distribution 
network (via the DNO SCADA comms system), including any 
network management or automation capability provided via 
the DMS or via other network systems.  The RaaS scheme will 
be integrated into this system. 

BESS Control 
Centre 

Person RaaS BESS Control Centre individual(s) responsible for 
operational oversight of the BESS EMS and RaaS BESS, and any 
other RaaS DER as necessary. 

BESS EMS System The third-party BESS EMS that will interface with the DNO RaaS 
Controller, 33/11kV primary substation (including data on 
voltage, frequency and loss of mains protection) and RaaS BESS 
(including data on BESS charge status).  The BESS EMS will also 
communicate with other local DER where this has been 
contracted by the RaaS Service Provider to support the RaaS 
BESS and provide RaaS services. 

The BESS EMS will provide an appropriate response to fault 
situations and control the RaaS BESS (including initiating 
primary substation transformer 11kV circuit breaker operation 
on detection of loss of the 33kV grid and during resynchronising 
with the grid); the RaaS BESS transformer 11kV earthing switch 
(via the interlock with the primary substation transformer 11kV 
circuit breaker); and the BESS G99 protection 
(enabling/disabling).  The BESS EMS will also manage the 
import/export of real and reactive power to maintain customer 
supplies during island operation (including the control of 
frequency and voltage within required limits to maintain island 
network stability).  Further, the BESS EMS will manage RaaS 
BESS participation in other flexibility markets at times of 
normal network operation. 

During black start, transition to island mode and 
resynchonisation to the grid, the BESS EMS (or other BESS 
internal controllers) will be responsible for maintaining suitable 
island network voltage and frequency stability.   
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Actor Type Description 

RaaS BESS Devices The battery energy storage system, associated inverters, 
controllers, housing, environmental HVAC and controls, step 
up transformer and cable connection to the primary substation 
11kV switchboard, earth and earth switch, G99 and other 
protection equipment, and switchgear forming the RaaS BESS 
system2.   

DNO RaaS 
Controller 

System The control system which provides the control interface 
between existing DNO assets, new RaaS specific DNO assets, 
and the external third-party BESS EMS. 

The DNO RaaS Controller will monitor the status and power 
flows through the various 11kV circuit breakers at the 33/11 kV 
primary substation as well as control the outgoing feeder 11kV 
circuit breakers and any switching of protection setting groups 
as required during grid and island mode operations. 

The DNO RaaS Controller will also provide monitoring of the 
RaaS BESS status (including available capacity, 11kV earth 
switch position), associated 11kV network device status (Pole 
Mounted Circuit Breakers (PMCBs), 11kV Network Normal 
Open Points (NOPs), PMCB DAR enable/disable (if required), 
and any required protection setting group status). 

Further, the DNO RaaS Controller will communicate a pre-
authorisation for automatic resynchronisation signal to the 
BESS EMS, when issued by the DNO Control Room (without 
which the BESS EMS cannot start resynchronisation) and accept 
BESS EMS requests for auto synchronising at any time and relay 
these to the DNO Control Room. 

RaaS Service 
Provider 

Organisation The third-party organisation contracted by the DNO to provide 
the RaaS solution in accordance with the terms set out in the 
flexibility services tender/procurement documents. 

Data Store System The data store is used to store all DNO RaaS Controller 
monitored data and control actions.  Alternatively, perhaps for 
BaU, this information could be passed back to the DNO DMS 
for storage in the associated SCADA data historian. 

33/11kV 
Primary 
Substation 

System/Devices The primary substation to which the RaaS BESS system is 
connected.  The RaaS BESS will be connected to the primary 
substation 11kV switchboard via a step-up transformer and an 
11kV circuit breaker in the primary substation switchboard. 

The 33/11kV Primary Substation contains a number of devices 
to be monitored and/or controlled by the DNO RaaS Controller 
or BESS EMS. 

 
2 It is noted that at the time of writing SSEN is still to decide whether the DNO or the third party RaaS Service Provider will own the RaaS 

BESS step up transformer and associated neutral earth and 11kV cables.  This table assumes these components belong to the RaaS Service 
Provider. 
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Actor Type Description 

Non-local 
11kV Network 

System/Devices The Non-local 11kV Network is downstream of the 33/11kV 
Primary Substation to which the RaaS BESS system is 
connected3.  The DNO RaaS Controller requires control of 
specific PMCBs and 11kV network open points (NOP) and may 
or may not also require the ability to remotely enable/disable 
any delayed auto reclosers (DAR) associated with the PCMBs.  
Where available this control would be via the DNO DMS, with 
comms via the SCADA system.  Where this does not exist 
additional communications between the Non-local 11kV 
Network and the DNO RaaS Controller would require to be 
facilitated.   

Local DER Devices Local DER includes distributed generation and energy storage 
schemes (other than the RaaS BESS).  Such Local DER may or 
may not be visible to the DNO Control Room via the DNO DMS.  
Though the DNO Control Room and/or ANM systems may have 
the ability to enable/disable Local DER export to the network 
or import from the network, it is assumed that Local DER will 
predominantly operate under G59/G99 connection rules and 
disconnect from the network due to G59/G99 protection and 
automatically reconnect when a stable 11kV network is 
restored after a short time delay (20 seconds in accordance 
with G99 or a longer customer set delay). 

Additionally, on some RaaS schemes there may be Local DER 
which would require synchronising onto the Island network 
when instructed to by the BESS EMS, potentially requiring an 
agreement/contract with the third party RaaS Service Provider.  
It is assumed that such generation would operate at their 
maximum available power output (on/off control only) and 
would not require any set point control from the BESS EMS. 

Further, some RaaS schemes may incorporate Demand Side 
Response (DSR) systems to form part of the RaaS solution.  
These would also be controlled by the BESS EMS as part of the 
third party RaaS Service Provider’s agreements/contracts with 
other third-party participants in the provision of RaaS. 

Local DER 
Control Room 

Person The Control team/individual for any Local DER scheme (where 
such a role is implemented) that can be contacted by the DNO 
Control Room for operational reasons. 

 

 

 
3 While the RaaS BESS will be located at the Drynoch primary substation for the RaaS trial, for BaU, the RaaS BESS is expected to be located 

remote from the primary substation.  This is considered in the requirements detailed in this specification. 
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The context diagram in Figure 1 is also represented in the Smart Grid Architecture Model (SGAM)4 
format, shown in Figure 2. 

 
Figure 2 - Smart Grid Architecture Model (SGAM) Context Diagram 

 

 RaaS System Operational Modes 

Based on the RaaS Front End Engineering Design (FEED) report [2], the RaaS system has three main 
operational modes and five transition processes. 

The operational modes comprise: 

1. Grid Only mode - normal grid operation with the RaaS BESS unavailable. 

2. Grid plus RaaS BESS mode - normal grid operation with the RaaS BESS operating in parallel and 
monitoring to respond to a RaaS event, whilst also charging or potentially providing services 
to other flexibility market, and with Local DER operating/exporting to grid as normal. 

3. RaaS Islanded mode - islanded network operation with supply to customers provided by the 
RaaS BESS together with any available Local DER5. 

 
4 The Smart Grid Architecture Model was developed by CEN, CENELEC, and ETSI under an EU mandate to develop a framework 
to enable European Standardization Organizations to perform continuous standard enhancement and development in the 
field of Smart Grids, while maintaining transverse consistency and promote continuous innovation. 
5 Local DER other than the RaaS BESS may remain connected during island mode operations.  Such DER will not be under the control of the 

DNO RaaS Controller.  The BESS EMS will be responsible for regulating the island network voltage and frequency accommodating any local 
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The transition processes include: 

1. Transition from Grid plus RaaS BESS mode to RaaS Islanded mode due to a grid supply failure 
(unplanned transition). 

2. Transition from Grid plus RaaS BESS mode to RaaS Islanded mode due to a planned grid supply 
disconnection (planned transition). 

3. Transition from RaaS Islanded mode to Grid plus RaaS BESS mode (resynchronising). 

4. Loss of grid with system blackout, followed by Black Start into RaaS Islanded mode. 

5. Transition from Grid Only mode to Grid plus RaaS BESS mode. 

 

 DNO RaaS Controller Operating Principals 

The DNO RaaS Controller has two principal functions: 

1) Provide a link between the DNO SCADA system (including comms with the DNO Control Room) 
and an interface to the RaaS BESS, to ensure safe and effective operation of the RaaS system.   

2) Monitor the operation and status of the Primary Substation network and enable the 
appropriate RaaS transition modes in response to a fault situation (when the RaaS system is 
enabled by the DNO Control Room).  This includes maintaining correct protection/system 
settings throughout the various modes of operation.   

A full description of the DNO RaaS Controller requirements and use cases are set out in SGS report 
“Resilience as a Service, DNO Controller Requirements and Use Case Specification” [3].  The following 
is a summary description of the operating principles that link the requirements, use cases and the 
architecture design set out in Figure 3, Section 4 of this report. 

1. The DNO RaaS Controller provides the principal interface between the DNO Control Room and 

the third-party RaaS system (RaaS BESS and BESS EMS).   

o The DNO RaaS Controller will allow the DNO Control Room to enable/disable RaaS 

system functionality for safety (e.g. persons working at the primary substation) and 

for DNO network operational reasons (e.g. normal open points (NOPs) moved due to 

other abnormal network conditions).  This includes the automatic transition from Grid 

plus RaaS BESS operation to RaaS Islanded operation, automatic island black starting 

and automatic island to grid synchronising.   

o The DNO RaaS Controller will provide the DNO Control Room with operational status 

information including:  

▪ mode of operation (e.g. Grid Only, Grid plus RaaS BESS, RaaS Islanded mode);  

▪ alert status updates including island mode 11kV voltage and frequency 

threshold violations and any associated RaaS BESS circuit breaker status and 

trips; primary substation transformer power flow threshold violations and any 

associated RaaS BESS circuit breaker status and trips;  

▪ RaaS BESS readiness status updates;  

▪ forecast island mode run time status updates; and  

▪ alert status if the primary substation 11kV switchboard transitions to a black 

out condition (de-energised state). 

 
DER that may be present.  Local DER may be contracted by the RaaS Service provider to support the RaaS BESS during island mode operations.  
Where this is the case the RaaS Service provider will be responsible for managing DER power import/export, possibly via the BESS EMS. 
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2. The DNO RaaS Controller monitors the performance of the third-party RaaS system (analogue 

measurements of 11kV voltage, frequency and power flows via the RaaS BESS transformer and 

primary substation transformer 11kV circuit breakers); alerts the third-party BESS Control 

Centre when performance is outside of programmed thresholds; and takes action to protect 

the DNO network (thereby also protecting customer equipment) where required (e.g. trip the 

RaaS BESS 11kV circuit breaker as a last resort).  These control actions are generally longer 

term responses where the third-party RaaS system does not modify behaviour in response to 

alerts.  Other dedicated protection systems act where faster responses are required, e.g. RaaS 

BESS G99 protection.  Status updates relating to alerts issued to the third-party RaaS provider 

(BESS Control Centre) and status updates for control actions taken (e.g. trip the RaaS BESS 

11kV circuit breaker) are visually represented via the RaaS user interface within the DNO DMS 

to provide information to the DNO Control Room operators. 

3. The DNO RaaS Controller will coordinate a number of stages involved in an island network 

black start including: 

o checking the readiness of the third-party RaaS system to support a black start, 

o commanding the DNO DMS to reconfigure the network ready to be energised,  

o commanding the BESS EMS to energise the reconfigured island network,  

o commanding the DNO DMS to carry out the defined supply restoration switching 

sequence, 

o monitoring the island network frequency and 11kV voltage stability during the 

islanded restoration switching sequence and during ongoing island operation,  

o permitting the BESS EMS to synchronise the island with a restored healthy grid 

(healthy grid supply restored at the transformer side of the primary substation 

transformer 11kV circuit breaker).   

During black start the DNO RaaS Controller will take action to halt or restart the process in the 

event of any issues with BESS EMS voltage and frequency regulation.  During the black start 

process the DNO RaaS Controller will also, where required, send commands to block and 

unblock PMCB DAR protection and switch 11kV protection setting groups. 

4. During the transitions from Grid plus RaaS BESS to RaaS Islanded operation, and RaaS Islanded 

mode to Grid plus RaaS BESS operation, the DNO RaaS Controller will check the status of the 

RaaS system 11kV earth and take immediate action to disconnect the RaaS BESS if the earth 

status is not correct (interlock failure). 
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4. DNO RAAS CONTROLLER DESIGN 

The DNO RaaS Controller design is summarised in the following sections which include an overview of 
the proposed physical architecture and details of the communications and hardware requirements.  
The DNO RaaS Controller design is fully described in the Detailed Design Specification (DDS) document 
[4]. 

 

 Architecture 

The following subsections describe the detailed system architecture for the DNO RaaS Controller 
aspects of the RaaS system, including its integration with existing SSEN assets and its interface with 
the external third-party elements of the RaaS system. 

4.1.1.  Physical Architecture 

Figure 3 represents the proposed physical architecture for installing a DNO RaaS Controller at a primary 
substation where the third-party BESS EMS is situated locally to the substation.  This reflects the case 
for the proposed RaaS demonstration system at the selected trial site of Drynoch primary substation.   

 

Figure 3 - DNO RaaS Controller with Local RaaS BESS Physical Architecture 

 

Figure 3 is a representation of the architecture based on the Drynoch primary substation trial site.  The 
design at other primary substations may vary, e.g. differing numbers of 11kV feeders (note that it is 
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likely that candidate sites for RaaS would also only have one primary transformer 33kV supply circuit).  
The Drynoch primary substation will have a new modern 11kV switchboard with digital devices that 
carry out protection, measurement and control functions, using Intelligent Electronic Devices (IED) 
linked to an RTU via digital control and data buses.  This 11kV switchboard communications 
architecture is also reflected in Figure 3. 

4.1.1.1. Comms Link 1 - DNO RaaS Controller/Primary Substation 11kV RTU 

The DNO RaaS Controller will interface with the substation RTU via comms link 1.  This interface can 
be via an IEC 61850 or DNP3 protocol using a TCP/IP6 connection.  It is assumed that for the trial, the 
RTU will be capable of an IEC 61850 or DNP3 TCP/IP connection.  It is noted that for future BaU 
implementation at other DNO’s sites across the UK this may not be the case.  The RTU will also interface 
with the existing DNO SCADA system.   

All required data and control signals transferred to and from the DNO DMS to both the DNO RaaS 
Controller and the primary substation equipment will be passed through the substation RTU.  All data 
and control signals between the DNO RaaS Controller and the BESS EMS will also pass through the 
substation RTU.  All data from the 11kV switchboard to the DNO RaaS Controller and control signals 
from the DNO RaaS Controller to the 11kV switchboard will also be via the RTU with the following 
exceptions: 

• To facilitate fast status updates of the RaaS BESS transformer neutral earth contactor position 

to the DNO RaaS Controller, a direct hardwired link might be used.  While the neutral earth 

contactor will be interlocked with the position of the primary transformer circuit breaker to 

ensure there is always one and only one 11kV earth for each operational mode (Island, Grid, 

Grid plus RaaS BESS).  Should this interlock fail, for safety the DNO RaaS Controller requires 

fast confirmation that this has occurred to initiate mitigation action (trip the RaaS BESS 11kV 

circuit breaker).   

• To facilitate fast transfer of voltage and frequency measurements to the DNO RaaS Controller, 

CT and VT analogues will be hardwired to a power quality meter (PQM) integrated as part of 

the DNO RaaS Controller7. 

• To facilitate fast transfer of power flow measurements from the primary transformer(s) and 

the RaaS BESS 11kV circuit, CT and VT analogues will be hardwired to a power quality meter 

(PQM) integrated as part of the DNO RaaS Controller. 

Note that the data store will be local to the DNO RaaS Controller and may be an integral part of the 
device, therefore this comms link does not require to be specified and can be left to the DNO RaaS 
Controller supplier to select. 

For BaU applications of RaaS it is expected that the DNO RaaS Controller will always be at the primary 
substation, however, unlike the trial site, a full replacement of the 11kV switchboard may not always 
be necessary.  This could be the case where the RaaS BESS is located at another point on the 11kV 
network or if SSEN has a suitable 11kV switchboard to accommodate a new RaaS circuit breaker at the 
primary substation.  Where the 11kV switchboard is not to be replaced, it must be ensured that 
suitable protection devices and comms interface facilities exist or can be added/replaced if not 
currently suitable. 

 
6 SSEN has indicated a TCP/IP connection is required, if for BaU applications the RTU cannot accommodate a 
TCP/IP connection, the RTU should be upgraded.   
7 The PQM functionality can be implemented using the DNO RaaS Controller itself or with another device that 
will be implemented alongside the DNO RaaS Controller. 
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4.1.2.  Architecture for RaaS BESS Remote from the Primary Substation (BaU applications) 

For BaU, the location of the RaaS BESS and BESS EMS may be remote from the primary substation as 
they will be sited and connected to the associated 11kV network at a suitable location determined by 
the third party RaaS Service Provider. 

Figure 4 shows the proposed architecture for a RaaS BESS located remotely from the primary 
substation.  Note that the 11kV system earth for island mode operation is retained at the primary 
substation and is not on the RaaS BESS transformer 11kV neutral earth which would be at the remote 
location. 

 

Figure 4 - DNO RaaS Controller with Remote RaaS BESS Physical Architecture 
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4.1.2.1. Comms Link 1 - DNO RaaS Controller/Primary Substation 11kV RTU 

This link serves the same purpose as Link 1 described for the local RaaS BESS architecture.   

The only difference from the local BESS architecture is the addition of an RTU at the remote BESS 
substation.  Communications between the DNO RaaS Controller will pass between the primary 
substation RTU and BESS EMS RTU.  This interface is not specified as it is taken to be part of the third 
party RaaS design (under development by E.ON) for the link between the BESS EMS and the 33/11kV 
primary substation.   

4.1.3. Communications 

The control and data information that must be passed between the DNO RaaS Controller, BESS EMS, 
BESS Control Centre, DNO SCADA, DNO Control Room and primary substation, via the substation RTU, 
is summarised in Table 4.  Table 4 also includes the direct links from the primary substation equipment 
(CTs, VTs, RaaS BESS transformer 11kV neutral earth contactor) to the DNO RaaS Controller. 

Table 4 summarises the basic data volume and speed requirements for the DNO RaaS Controller 
communication links to support the specification of Link 1. 

Table 4 also lists the alarms and alerts issued from the DNO RaaS Controller to the DNO Control Room 
and the BESS Control Centre.
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Table 4 - Summary of Communication Between Components of RaaS System with the DNO RaaS Controller 

From To For Use By Data Volume Speed 

DNO RaaS Controller 

 

 

33/11kV Primary Substation RTU 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DNO DMS (via DNO 
SCADA) 

  

• Send DNO RaaS Controller error/failure warnings. 

Send RaaS operational status updates including: 

• Grid Only, Grid plus RaaS BESS, RaaS Islanded mode status updates. 

• Send voltage violation status updates. 

• Send RaaS BESS CB trip due to voltage violation status updates. 

• Send frequency violation status updates. 

• Send RaaS BESS CB trip due to frequency violation status updates. 

• Send power flow exceedance status updates. 

• Send RaaS BESS CB trip due to power flow violation status updates. 

• Send RaaS BESS CB trip due to 11kV earth system failure status updates. 

• Send synchronising achieved status update. 

• RaaS BESS G99 protection blocked/unblocked status update. 

• Send primary substation black out alerts. 

• Send PMCB DAR blocking/unblocking commands (where required). 

• Send initiation signal to DNO DMS to commence a black start switching sequences (network 
reconfiguration sequence or supply restoration sequence). 

• Send forecast RaaS BESS run time estimate. 

• Send status indication/warning of low forecast RaaS BESS run time estimate, cannot support 
island operation. 

• Send RaaS BESS low charge indication/warning, BESS will shortly shut down. 

• Send RaaS BESS high charge indication/warning, cannot accept further charge, BESS will shortly 
shut down. 

• If BESS EMS has DG trip mode implemented send warning and status when mode is applied. 

• Send data from Data Store to DNO Data Historian. 

 Low as no 
measurement data is 
being sent. 

 

(20 Kbit/s based on 
SGS experience using 
DNP3.0 for data 
transfer between 
ANM Strata and field 
devices.)8 

Does not require to be 
fast speed (less than 
100ms round trip).  A 
slow speed (less than 1 
second round trip) is 
required.  (The existing 
SCADA communications 
speed likely to be 
multiple seconds.) 

DNO RaaS Controller 33/11kV Primary Substation RTU 33/11kV Primary 
Substation 

  

• Send open commands to the RaaS BESS 11kV circuit breaker. 

• Send protection setting group change commands. 

• Watchdog timer value. 

 Low as no 
measurement data is 
being sent. 

A slow speed (less than 
1 second round trip) is 
required.   

DNO RaaS Controller 33/11kV Primary Substation RTU BESS EMS  

 

 

 

• Send signal to enable/disable automatic transition from Grid plus RaaS BESS to RaaS Islanded 
operation. 

• Send command to permit synchronising to the grid. 

• Send command to prepare for an island black start. 

• Send command to connect and energise the 11kV primary substation switchboard (part of 
black start process) 

• Send command to put RaaS BESS into a safe power import/export mode. 

 Low as no 
measurement data is 
being sent. 

 

A slow speed (less than 
1 second round trip) is 
required). 

 

DNO RaaS Controller 33/11kV Primary Substation RTU BESS Control Centre 
(via BESS EMS) 

  

Send various alerts including: 

• Send voltage violation alerts. 

• Send RaaS BESS CB trip due to voltage violation alerts. 

• Send frequency violation alerts. 

• Send RaaS BESS CB trip due to frequency violation alerts. 

• Send power flow exceedance alerts. 

• Send RaaS BESS CB trip due to power flow violation alerts. 

• Send RaaS BESS CB trip due to 11kV earth system failure alerts. 

• Send RaaS BESS G99 protection not blocked alert (island mode). 

• Send RaaS BESS G99 protection not unblocked alert (Grid plus RaaS BESS mode). 

• Send synchronising achieved status update. 

• Send primary substation black out alerts. 

• Send forecast RaaS BESS run time estimate. 

• Send status indication/warning of low forecast RaaS BESS run time estimate, cannot support 
island operation. 

 
 
 
 
 
 

 Low as no 
measurement data is 
being sent. 

 

A slow speed (less than 
1 second round trip) is 
required). 

 

 
8 There is an outstanding consideration regarding whether data would be sent from the DNO RaaS Controller Data Store to another DNO operational data historian system via the SCADA system, which would require 
a larger data volume, or whether the DNO would download data locally every few months.  The requirements specification specifies 3 months of data storage. 
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From To For Use By Data Volume Speed 

DNO DMS (via DNO SCADA) 33/11kV Primary Substation RTU DNO RaaS Controller   

• Send NOP circuit breaker status updates. 

• Send PMCB circuit breaker status updates. 

• Send PMCB DAR blocking status. 

• Send commands for enabling/disabling of automated island black start,  

• Send commands for enabling/disabling automated permission for island synchronising to grid,  

• Send commands for enabling/disabling of automated transition from Grid plus RaaS BESS to 
RaaS Islanded mode. 

 Low as no 
measurement data is 
being sent. 

 

Does not require to be 
fast speed (less than 
100ms round trip).  A 
slow speed (less than 1 
second round trip) is 
required.  (The existing 
SCADA communications 
speed likely to be 
multiple seconds). 

DNO DMS (via DNO SCADA) 33/11kV Primary Substation RTU 33/11kV Primary 
Substation 

  

• Send open/close commands to the primary substation transformer(s) 11kV circuit breaker.  
(Normal operations) 

• Send open/close commands to the RaaS BESS 11kV circuit breaker.  (Normal operations, 
restore RaaS BESS following a resolved failure.) 

• Send open/close commands to the feeder 11kV circuit breakers.  (Normal operations and black 
start reconfiguration and supply restoration switching sequences.) 

 Uses existing 
communication links.  
(Low as no 
measurement data is 
being sent.) 

Uses existing 
communication links.  
(A slow speed (less than 
1 second round trip) is 
required). 

 

33/11kV Primary  33/11kV Primary Substation RTU DNO RaaS Controller   

• Send circuit breaker status updates. 

• Send protection setting group status9. 

 Low as no 
measurement data is 
being sent. 

A slow speed (less than 
1 second round trip) is 
required. 

BESS EMS 33/11kV Primary Substation RTU DNO RaaS Controller  

 

 

 

• Send RaaS BESS charge status updates (on 1% change). 

• Send RaaS readiness status updates (available/not available and fault status and reason for 
unavailability where this is the case). 

• Send BESS G99 enabled/disabled status. 

• Send readback of enabled/disabled status for automated transition from Grid plus RaaS BESS to 
RaaS Islanded mode. 

• Send readback of enabled/disabled status for RaaS BESS safe import/export mode enabled. 

• Send indication/warning that RaaS BESS has low charge and will shortly shut down. 

• Send indication/warning that RaaS BESS has high charge and cannot accept further charge and 
will shortly shut down. 

• If BESS EMS has DG trip mode implemented send warning and status when mode is applied.   

 Low as no 
measurement data is 
being sent. 

 

A slow speed (less than 
1 second round trip) is 
required. 

 

Primary Substation VTs/CTs DNO RaaS Controller PQM DNO RaaS Controller   

The following analogue signals are sent to the DNO RaaS Controller PQM which will provide the 
required voltage, frequency and power flow measurements. 

• Primary substation 11kV busbar VT analogue measurements. 

• Primary transformer 11kV circuit CTs analogue measurements. 

• Primary transformer VT on transformer side of 11kV circuit breaker analogue measurements 
(return on grid voltage and frequency when in island mode). 

• RaaS BESS 11kV circuit CTs analogue measurements. 
 

 N/A.  Analogue 
measurement 
values. 

Fast.  Measured values 
are required at 0.1 
second updates or less. 

RaaS BESS transformer neutral earth 
contactor 

DNO RaaS Controller DNO RaaS Controller   

• Contactor status (open/closed)  Low Fast.  Hardwire link (0.1 
seconds or less) 

33/11kV Primary Substation RTU DNO RaaS Controller DNO RaaS Controller   

• Watchdog timer value  Low Not required to be fast. 

BESS EMS 33/11kV Primary Substation RTU 33/11kV Primary 
Substation RTU 

  

• Watchdog timer value  Low Not required to be fast. 

 
9 SSEN has advised that circuit breaker status is already available on their substation RTUs and there is provision for protection setting group status. 
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  Hardware 

The DNO RaaS Controller is to be deployed in a primary substation building environment on commodity 
server hardware or substation-hardened computers.  The following requirements must be met. 

Operating Environment.  The DNO RaaS Controller shall be compliant with the IEEE 1613 
standard and able to operate in the following environments: 

Temperature Range (operating).  The operating range must be between -20°C - +55°C. 

Temperature Range (storage).  The storage temperature range must be 
between -30°C to - +70°C. 

Damp heat.  The hardware must be able to operate in 40°C with 95% relative humidity 
for 8 hours. 

Control Panel.  The control panel containing the DNO RaaS Controller will be compliant with an 
IP55 rating. 

Power Supply.  The DNO RaaS Controller shall be fed from an appropriate substation power 
supply: 110VDC or 24 VDC external power supply. 

Ethernet Ports.  The DNO RaaS Controller shall have at least 2 independent ethernet ports, one 
for use in communicating with the substation RTU and at least one other for use with an internal 
network (e.g. to communicate with an HMI, I/O module, PQM module or local engineering 
access).  It must be possible to disable these ports if not in use. 

Switch.  If an internal network is used within the DNO RaaS Controller, again it must be possible 
to disable any ports not in use to prevent unauthorised access. 

I/O Connection.  The DNO RaaS Controller must be capable of accepting volt-free contact hard 
wired digital inputs.   

Analog measurements.  Minimum of 2 CT and 2 VT inputs - It must be possible to expand the 
number of inputs to accommodate all VTs and CTs present in each individual substation where 
RaaS is to be deployed. 

Memory.  The available memory in the DNO RaaS Controller shall be appropriate to its design 
and must not operate with a consistently high  (> 90% of capacity) CPU usage. 

Disk Space.  The DNO RaaS Controller shall have sufficient hard disk space to accommodate the 
volume of logs, updates, patches, and other local time-stamped metered data which can be used 
for post event performance analytics or RaaS service settlement or other purposes yet to be 
decided, associated with a minimum of 3 months operation for the trial installation. 
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5. DNO RAAS CONTROLLER TESTING, INSTALLATION, COMMISSIONING 
PLAN 

The following sections present a summary of the proposed DNO RaaS Controller testing plan and an 
estimated installation and commissioning plan and programme.  Further details are provided in 
reference [5] including details of all individual tests proposed. 

 

 DNO RaaS Controller Test Plan 

The DNO RaaS Controller testing plan aims to demonstrate the operation of the technology to be 
installed for trial on the network, including its integration with existing SSEN assets and its interfaces 
with the external (third-party) elements of the RaaS system.  This is a staged approached that will 
progress from factory testing to site acceptance testing incorporating all elements of the overall RaaS 
scheme.   

Site Acceptance Testing (SAT) will be coordinated by SSEN together with other parties including the 
RaaS BESS/BESS EMS provider, E.ON, and relevant parties within SSEN including the OT (Operational 
Technology), RTS (Real Time Systems) and Control Room teams.  To support this coordination, 
indicative timescales are provided in Section 5.5 which covers the estimated installation and 
commissioning programme.  It is noted that these timescales will ultimately depend on agreement 
with the DNO RaaS Controller vendor contracted by E.ON and relevant parties within SSEN. 

 

 Test Stages 

The DNO RaaS Controller Acceptance Test Specification (ATS) should apply three test stages, namely 
Factory Acceptance Testing (FAT), Pre-Production Acceptance Testing (PPT) and Site Acceptance 
Testing (SAT).  It is not necessary to carry out each of the proposed tests during all test stages.  Where 
necessary, subject to results from the FAT, there is a potential option for additional testing at a 
specialist test facility such as PNDC10 prior to SAT.  The need for this option and the details of any such 
testing would be developed by the RaaS project partners and the appointed DNO RaaS Controller 
supplier based on the findings from prior testing activities, with the intention to mitigate potential risks 
associated with the application of RaaS. 

 

 Test Environments 

FAT is to be performed on the DNO RaaS Controller vendor’s premises and overseen by SSEN 
representatives.  This would test all functional and non-functional elements of each sub-system 
component and the system as a whole. 

Following the successful completion of FAT and subject to any testing which may be completed at a 
specialist testing facility, the DNO RaaS Controller will be established and integrated within both the 
SSEN test environment laboratory, and the BESS EMS vendor premises, and subjected to the PPT 
testing.  This will include hardware in the loop (HiL) testing elements at both these locations. 

The environments in which the FAT, PPT and SAT tests are performed are detailed in the following 
sections. 

 
10 The Power Networks Demonstration Centre is a venture founded by government, industrial and academic partners with 
the aim of accelerating the adoption of innovative research and technologies from early stage research into business as usual 
adoption by the electricity industry. 
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5.3.1. FAT Environment 

Figure 5 shows the system architecture environment that should be adopted for FAT.  Where the target 
external systems are not available, the interfaces are to be appropriately simulated to test the required 
functionality. 

 

Figure 5 - FAT Environment 

5.3.1.1. Simulated Components 

• Substation RTU Simulator.  The Substation RTU Simulator must be designed to simulate 
messages/responses to the DNO RaaS Controller for all communications with the Substation RTU 
as well as simulating the messages and responses that would be sent to and from the Substation 
RTU from the DNO SCADA and BESS EMS. 

• PQM Simulator.  The PQM simulator will provide the simulated frequency, voltage and power 
measurements to the DNO RaaS Controller.  As an alternative to using a software programme, 
simulated analogue/digital measurements from the CT/VTs to the DNO RaaS Controller PQM could 
also be applied using a secondary test injection set to replicate signals from the substation 
environment.   

• RaaS BESS Transformer Neutral Earth Contactor Simulator.  A signal agreed between the DNO 
RaaS Controller vendor and SSEN (e.g. 110VDC).  The signal is sent to the DNO RaaS Controller to 
mimic the RaaS BESS transformer neutral earth contactor. 

5.3.1.2. Software 

All DNO RaaS Controller software required for full functionality, including third party software, must 
be installed and logged prior to FAT. 

5.3.1.3. FAT Simulation 

A key part of FAT is simulation.  This is intended to mimic the real-life signals and conditions to the 
DNO RaaS Controller as close as practicably possible.  The signals to be simulated are as follows: 

• All messages sent between the DNO RaaS Controller and Substation RTU. 

• All required measurements from the PQM including voltage, frequency and power. 

• Status of the RaaS BESS transformer neutral earth contactor. 

Simulations can be either programmed to react to signals and messages received from the DNO RaaS 
Controller, or manually sent to the DNO RaaS Controller to mimic the real equipment. 
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5.3.2. Pre-Production Testing (PPT) Environment 

PPT of the DNO RaaS Controller is split into two parts: 

1. Testing at SSEN premises within SSEN’s test environment. 

2. Testing at the BESS factory/supplier premises when integrated with the BESS EMS during the 
BESS EMS FAT (if time/budget allows). 

5.3.2.1. PPT (SSEN Test Environment) 

Within the SSEN test environment, the DNO RaaS Controller must be integrated with SSEN’s test RTU 
and test DNO SCADA system, with a simulated BESS EMS used.  This hardware in the loop (HiL) test 
environment is shown in Figure 6. 

 

Figure 6 - PPT Environment: SSEN Premises 

 

5.3.2.1.1. Software 

All software and specific versions of software used on the DNO RaaS Controller logged prior to FAT 
must be installed and logged prior to PPT.  Any deviations from the software tested during FAT must 
be raised and justified - this can include the application of updates to address previous bugs or provide 
enhanced functionality. 

5.3.2.1.2. Hardware 

PPT utilises the availability of a substation RTU and DNO SCADA within a test environment owned by 
SSEN. 
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The test environment RTU must match the model of the substation RTU on-site, including any firmware 
and software versions.  All software versions must be logged prior to commencing testing.  The only 
material configuration difference is to be the addition of the new SCADA data points relevant to the 
application of RaaS. 

The test DNO SCADA system is similarly used to match the system that exists on site.  All software 
versions must match the software versions running on the DNO SCADA System and must be logged 
prior to testing, with the exception of any required additional configuration relative to the installation 
of the DNO RaaS Controller. 

5.3.2.1.3. PPT (SSEN Test Environment) Simulations 

The following simulations are used within this test environment: 

• All messages sent between the BESS EMS and test Substation RTU. 

• All required measurements from PQM including voltage, frequency and power. 

• The status of the RaaS BESS transformer neutral earth contactor. 

5.3.2.2. PPT (BESS Premises) 

To test the integration of the BESS EMS with the DNO RaaS Controller, if circumstances allow 
integration testing during the FAT of the BESS can be undertaken.  This HiL environment is shown in 
Figure 7. 

 

Figure 7 - PPT Environment: BESS EMS Premises 

 

5.3.2.2.1. Software 

All DNO RaaS Controller software utilised in this testing must be logged prior to testing and must match 
the software used during the PPT within SSEN’s test laboratory premises (where this is carried out prior 
to PPT during BESS FAT) or the DNO RaaS Controller FAT (where PPT at the BESS EMS premises are 
carried out prior to PPT at SSEN’s test laboratory).  Any deviations must be raised and justified. 

5.3.2.2.2. Hardware 

The DNO RaaS Controller must be the same hardware tested during FAT and PPT.   
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The connection from the BESS EMS transformer neutral earth contactor is to be implemented here if 
the test environment permits this.  Otherwise, this should be simulated. 

5.3.2.2.3. PPT (BESS Environment) Simulations 

The following simulations are used within this test environment: 

• All messages sent from the Substation RTU to BESS EMS. 

• All messages sent from the Substation RTU to the DNO RaaS Controller. 

• All required measurements from the PQM including voltage, frequency and power. 

• The status of the RaaS BESS transformer neutral earth contactor. 

5.3.3. Site Acceptance Testing (SAT) Environment 

Figure 8 shows a high-level representation of the environment for Site Acceptance Testing (SAT) for 
the trial site at Drynoch primary substation. 

 

Figure 8 - SAT Environment (with Local BESS) 
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 Tests 

5.4.1. Test Categories  

The tests associated with FAT, PPT and SAT are detailed in reference [5] and cover: 

• Environment (Hardware) Tests - Environment tests are designed to validate that the hardware 
(physical or virtual) components within the system are fit for purpose. 

• Data Transfer Tests - Data transfer tests validate communication and data exchange between 
all sub-system elements with application logic (designed algorithms) loaded - note that the 
communications between systems are listed in Table 4 in Section 4.1.3.  At FAT and PPT, 
missing external devices are simulated11.  During SAT, data transfer testing is essential and is 
based on the specific system configuration and data exchange for the device.   

• System Tests - System tests are designed to test the behaviour of the system during both 
success and failure scenarios for the entire system.  The system tests are aimed at 
demonstrating the effective implementation of DNO RaaS Controller functional use cases set 
out in the Requirements and Use Case Specification report [3].  The functional use cases 
identified within that report are listed in Table 5. 

Table 5 - DNO RaaS Controller Use Cases 

Use Case Description 

UC1 RaaS BESS Readiness Status 

UC2 Grid Plus BESS 11kV Blackout Condition Monitoring 

UC3 Grid Plus BESS Transition to Island Operation - Monitoring 

UC4 Grid Plus BESS Primary Substation Transformer Thermal and 11kV Voltage Out of 
Limits Monitoring 

UC5 Island Condition 11kV Earth Check, Protection Setting Switching and DAR Blocking 

UC6 Island Condition Primary 11kV Substation Frequency and Voltage Stability Monitoring 

UC7 Blackout, Reconfiguration of Island Network Ready for Black Starting 

UC8 Blackout, Energise Reconfigured Primary Substation 11kV Switchboard 

UC9 Island Blackout Network and Customer Supply Restoration CB Switching 

UC10 BESS Island Network Permission to Synchronise with the Grid 

UC11 BESS Plus Grid Condition Restore Protection Settings and DAR Switching 

 

5.4.2. Black Start Site Acceptance Testing  

Black start site acceptance testing presents the specific challenge of providing sufficient confidence in 
the ability of the RaaS system to carry out a BESS supported islanded network black start supply 

 
11 Note that at PPT there is provision for HiL testing where not all external devices will require to be simulated.  
This would include the BESS and BESS EMS if PPT is carried out at the BESS vendor premises during BESS/BESS 
EMS FAT. 
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restoration sequence while also minimising supply disruption, or the risk of supply disruption, to 
customers during SAT testing12. 

The main technical challenge with supply restoration during a black start sequence is for the BESS to 
meet the transformer inrush current experienced during switching into service of the feeder circuits 
(closing the primary substation 11kV feeder circuit breakers), and/or of sections of the feeder circuits 
(closing of specific pole mounted circuit breakers on each feeder).  While this transformer inrush 
current only lasts for a very short duration (10s of milliseconds), if the current is sufficiently high the 
duration may compromise stable operation of the BESS and the overall RaaS system13.  SSEN and E.ON 
have considered solutions to this issue in the RaaS FEED study report [2] and concluded that two 
solutions are viable to limit transformer inrush current to tolerable levels, as described below.   

The first option is to limit the capacity/number of secondary transformers switched into service at any 
one time.  This can be achieved by switching in limited sections of the 11kV feeders using the pole 
mounted circuit breakers (PMCB).  Hence, restoring supplies to an 11kV feeder and associated 
customers requires a programmed sequence of circuit breaker closures14.  Figure 9 extracted from the 
RaaS FEED study report illustrates the PMCB locations for the Drynoch trial site.   

 

 

Figure 9 - Topological map of Drynoch 11kV Network 
 

 
12 SSEN and SGS have discussed the potential to carry out other specialist black start testing of the RaaS system prior to SAT e.g. at the Power 

Networks Demonstration Centre (PNDC) facility or using Real Time Dynamic Simulation.  However, it has been agreed that this would be time 
consuming and expensive and would not provide clear benefits.  Black starting ultimately requires performing SAT to provide SSEN sufficient 
confidence that it will work effectively as part of a RaaS system for BaU applications as well as the Drynoch trial. 
13 Statement based on information from the RaaS FEED study [2]. 
14 Note, circuit breakers that are part of the supply restoration circuit breaker switching sequence require to be opened during the pre-

energisation switching sequence for black starting the network island from the BESS. 



 Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller: Project Summary Report 
 

200993 06C Page 34 of 43 11/08/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 
 

The second option is to apply Point on Wave (PoW) switching for circuit breaker closure15, which 
provides synchronised switching to allow a greater capacity/number of transformers to be energised 
at one time, and hence reduce the number of PMCB switching operations in the black start restoration 
switching sequence. 

SSEN is targeting completion of supply restoration within 3 minutes of a system black out, therefore 
the following factors are crucial: 

• The number of supply restoration switching operations in the restoration sequence; and  

• the time between these to ensure the BESS supported island remains stable during island 

network black start.   

SSEN and E.ON continue to consider which specific technical solution to apply to the Drynoch trial site.  
However, whichever solution is adopted, the SAT is required to provide sufficient confidence to SSEN 
that a black start sequence can be successfully delivered by the overall RaaS scheme.   

5.4.3. Implementing Black Start Site Acceptance Testing (SAT) 

The DNO RaaS Controller requirements and uses cases covering BESS-supported islanded black start 
are documented in the Requirements and Use Case Specification [3].  The system tests for islanded 
black start that could potentially cause customer disruption are associated with demonstrating UC2, 
7, 8 and 9 in Table 5.  Other black start related use cases can be tested without disruption to customers 
including UC1, 5, 6, 10 and 11.  Minimising the potential disruption to customers during SAT to 
demonstrate UC2, 7, 8 and 9 is discussed below.   

There are three main components to the black start sequence where the operation of DNO RaaS 
Controller functionality requires to be demonstrated during SAT, including the response to specific 
failure conditions.  These are summarised as follows, with further detail on implementation given 
below:  

SAT Component 1. The DNO RaaS Controller identifies that a black out condition exists and 
commands the DNO DMS to reconfigure the 11kV network ready to be energised 
by the RaaS BESS, receiving a DNO DMS acknowledgement signal once network 
switching has been successfully completed.  The DNO RaaS Controller also checks 
that the primary substation transformer 11kV circuit breaker has been opened by 
the RaaS loss of mains (LOM) protection scheme (external to the DNO RaaS 
Controller).  This functionality is covered in system tests C15 and C16.   

SAT Component 2. Having isolated the primary substation 11kV switchboard from the 11kV and 33kV 
network in 1 above, the DNO RaaS Controller initiates energisation of the primary 
substation 11kV switchboard from the RaaS BESS.  This includes a failure scenario 
where the 11kV system earth has failed.  This functionality is covered in system 
tests C17 and C18.   

SAT Component 3. With BESS supply to the primary substation 11kV switchboard established 
(including the 11kV earth), the DNO RaaS Controller commands the DNO DMS to 
commence its programmed supply restoration circuit breaker switching 
sequence.  The DNO RaaS Controller then monitors the voltage and frequency 
stability between DNO DMS switching operations and receives an 
acknowledgement signal when the DNO DMS is finished the supply restoration 

 
15 Point-on-Wave switching eliminates the random nature of mechanical switching by using precision timing to control the exact moment of 

conduction that results in the minimum inrush current possible.  By controlling the point of switching the impact of the residual flux in the 
transformer prior to switching can be minimised which reduces the transformer inrush current. 
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switching sequence.  The DNO RaaS Controller then continues to monitor voltage 
and frequency into fully restored RaaS Islanded operation.  This is covered by 
system test C19.  System tests C20 to C22 cover specific DNO RaaS Controller 
functional responses to voltage and frequency stability issues encountered during 
the DNO DMS supply restoration switching sequence. 

5.4.3.1. SAT Component 1 and 2  

To carry out SAT Components 1 and 2 described above, the 11kV feeders could be isolated from the 
Drynoch primary substation and supplied from an alternative source during the testing e.g. a suitable 
11kV supply from another primary substation where available (e.g. it may be possible to supply 
Drynoch via the 11 kV network from Dunvegan and Lower Ollach) or from suitable temporary diesel 
generation capability. 

5.4.3.2. SAT Component 3 

SAT component 3 is more complex and more disruptive to customers as it cannot be carried out 
without supply disruption to customers.  It is also the case that the impact on RaaS BESS stability when 
switching in feeder circuit sections during islanded mode, and the associated transformer inrush 
currents, will not be fully known until the SAT is carried out.   

One way to minimise the potential risks to customer supply disruption would be to reverse the black 
start supply restoration sequence or test specific switching elements out of sequence, before testing 
in sequence.  Using this approach, instead of commencing testing in RaaS Islanded mode with the 
feeder circuit breakers and any required PMCBs open (therefore with no supply to customers) and 
then switching in the first feeder circuit section, testing commences with a transition from Grid plus 
RaaS BESS operation to RaaS Islanded mode (note that this requires SAT system tests C1 to C12 to have 
been completed first).  In this situation all customers would remain on supply.  To then test and gain 
confidence in the black start restoration sequence, a circuit section at a feeder end could be switched 
out using the associated PMCB, and then switched back in to restore supplies with monitoring used to 
obtain data on the island network voltage and frequency impacts of supply restoration.  If this is 
successful, two PMCBs in the feeder switching sequence can be opened and then closed according to 
the black start supply restoration sequence.  Further, where Point on Wave (PoW) switching is adopted 
by SSEN, this may reduce the number of switching events programmed into the DNO DMS switching 
sequence to restore customer supplies (possibly allowing an entire 11kV feeder circuits to be restored 
using one switching operation at the 11kV primary substation).  The monitored voltage and frequency 
data during these activities could be used to make a decision regarding carrying out a full 11kV feeder 
restoration switching sequence starting at the primary substation 11kV feeder circuit breaker.  The 
data can also be used to determine a safe time between switching events within the supply restoration 
switching sequence.  

A further advantage to this reverse approach is that if instability is experienced causing the RaaS BESS 
to trip, supplies can be quickly restored from the grid by the DNO Control Room closing the primary 
transformer 11kV circuit breaker.   

Once SSEN is satisfied with the performance of the supply restoration switching sequence tests 
described above, and if deemed necessary, the feeder breakers and required PMCBs could all be 
opened while in RaaS Islanded mode and the DNO DMS allowed to run through the complete black 
start supply restoration sequence, monitored by the DNO RaaS Controller.  This would complete SAT 
C19. 

Voltage and frequency stability thresholds could then also be altered to allow restoration sequence 
failure tests C20 , C21 and C22 to be carried out. 
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The RaaS project team is still developing the final arrangements for SAT Component 3 testing.  It is 
acknowledged that the approach taken may require a planned outage with notification provided to 
customers in advance, and so the timing of such activity will also be considered with the aim to 
minimise supply disruption to customers. 

 

 DNO RaaS Controller Installation and Commissioning Programme 

The DNO RaaS Controller installation and commissioning programme is closely linked with the DNO 
RaaS Controller test plan summarised in Sections 5.1 to 5.4 and to the installation and commissioning 
programme for the other elements of the RaaS scheme trial.  The other elements of the trial 
programme include the installation and commissioning of the new primary substation 11kV 
switchboard; installation of the RaaS BESS, BESS EMS and other RaaS Service Provider facilities (e.g. 
the BESS Control Centre); and SSEN modifications to their DNO DMS to facilitate the required 
commands to, and alerts & status updates from, the DNO RaaS Controller.  SSEN and their partner 
companies will coordinate the installation and commissioning of all RaaS system components to enable 
the DNO RaaS Controller SAT to be completed. 

The DNO RaaS Controller installation and commissioning programme will also depend on agreement 
with the appointed DNO RaaS Controller vendor and their delivery schedule.    

Drawing on SGS’s experience in building, installing, integrating, testing and commissioning ANM and 
DERMS control solutions, an informed view of the main tasks and estimated timescales for each activity 
are presented in Table 6.  Figure 10 illustrates the estimated timeframes for the tasks presented in 
Table 6.  However, this is not intended to represent a full project programme timescale as some tasks 
will be dependent on other RaaS system partner inputs which could extend the programme.  Such 
tasks include Pre-Production Testing (PPT), for which both the test facilities at SSEN and BESS/BESS 
EMS vendor premises will need to be available, and Site Acceptance Testing (SAT), where the full RaaS 
system (DNO and third party element) must be available (including primary substation equipment, 
BESS and BESS EMS, and modifications to the DNO DMS implemented by SSEN). 

Table 6 - DNO RaaS Controller Estimated Delivery Timescales & Supplier Person-Days Effort Estimate 

Programme Item Timescale 

Vendor 
Estimated 
Person 
Days 

Responsibility Comments 

Contract 
commences, 
vendor 
mobilisation. 

2 weeks 5 
SSEN, DNO RaaS 
Controller 
Supplier 

Vendor attendance at kick off 
meetings to bring vendor up to 
speed.  Vendor mobilises team and 
sets out any internal processes and 
plans required. 

Vendor 
Procurement 

4-10 
weeks 

5 
DNO RaaS 
Controller 
Supplier 

Vendor procures required 
hardware and third party software 
licenses required for the DNO RaaS 
Controller 
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Programme Item Timescale 

Vendor 
Estimated 
Person 
Days 

Responsibility Comments 

Build DNO RaaS 
Controller including 
software design & 
Control Panel 
Design and 
acceptance testing 
strategy (ATS). 

16 weeks 115 
DNO RaaS 
Controller 
Supplier 

Vendor builds and programmes the 
controller ready for FAT, includes 
collaboration with RaaS team 
during this process. 

Acceptance Test 
Specification 

2 weeks 10 
DNO RaaS 
Controller 
Supplier 

Detailed Acceptance Test 
Specification to meet the test 
criteria specified in this document. 

FAT Test 
Development 

1 week 5 
DNO RaaS 
Controller 
Supplier 

The test environment to be used 
during FAT is built. 

FAT 2 weeks 10 
DNO RaaS 
Controller 
Supplier, SSEN 

Including controller amendments, 
retesting and FAT report. 

PPT Test 
Integration (SSEN 
Premises) 

2 weeks 10 
DNO RaaS 
Controller 
Supplier, SSEN 

Substation RTU and SCADA system 
on SSEN’s test environment are 
integrated with DNO RaaS 
Controller and BESS EMS simulator. 

PPT (SSEN 
Premises) 

2 weeks 10 
DNO RaaS 
Controller 
Supplier, SSEN 

Including controller amendments, 
retesting and PPT report. 

PPT Test harness 
integration (BESS 
EMS Premises) 

1 week 5 

DNO RaaS 
Controller 
Supplier, SSEN, 
BESS EMS 
Supplier 

DNO RaaS Controller integrated 
with BESS EMS test environment. 

PPT (BESS EMS 
Premises) 

2 weeks 
10 
 

DNO RaaS 
Controller 
Supplier, SSEN, 
BESS EMS 
Supplier 

Including controller amendments, 
retesting and PPT report. 

Site Integration 
Works 

4 weeks 20 

DNO RaaS 
Controller 
Supplier, SSEN, 
BESS EMS 
Supplier 

DNO RaaS Controller and BESS EMS 
are integrated along with 
Substation RTU and DNO SCADA 
configuration updates.  All 
communications links established 
and tested. 
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Programme Item Timescale 

Vendor 
Estimated 
Person 
Days 

Responsibility Comments 

SAT 4 weeks 20 

DNO RaaS 
Controller 
Supplier, SSEN, 
BESS EMS 
Supplier 

Including controller amendments, 
retesting and SAT report. 

Manual/User Guide 
written and staff 
training on DNO 
RaaS Controller 
and handover. 

2 weeks 10 
DNO RaaS 
Controller 
Supplier, SSEN 

Provide training to SSEN staff who 
will be looking after the DNO RaaS 
Controller during the trial.  This will 
potentially include Control Room 
engineers, IT/OT staff and 
maintenance engineers.   
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Figure 10 - Gantt Chart for Proposed Project Test Schedule 

 

Notes: 

* Assumed that SSEN Substation RTU and DNO SCADA system test facility has been updated and is ready for DNO RaaS Controller PPT. 

** Assumed that BESS EMS/BESS vendor development is complete and ready for DNO RaaS Controller PPT. 

*** Assumed that suitable arrangements are in place on site ready for DNO RaaS Controller integration works.  All RaaS scheme installation and integration 
works will be ready for DNO RaaS Controller SAT at the end of this programmed period.
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6. DNO RAAS CONTROLLER COST ESTIMATES FOR PROCUREMENT AND 
INSTALLATION 

This section provides cost estimates for the procurement and installation of the DNO RaaS Controller 
based on the programme activities listed in Table 6.  The costs are broken down into DNO RaaS 
Controller vendor hardware and labour cost estimates and are described in Sections 6.1 and 6.2 
respectively.  All cost estimates exclude VAT and delivery. 
 

 DNO RaaS Controller Hardware Cost Estimates 

6.1.1. Control Module 

Suitable general purpose RTU compliant with IEEE 1613 and meeting all hardware and operating 
requirements described in the RaaS DNO Controller Requirements Specification [3].   

Approximately £6,000. 

6.1.2. PQM Module 

Suitable PQM Module capable of providing power quality data to the DNO RaaS Controller.   

Approximately £7,000.   

6.1.3. I/O Modules 

Digital Input Module capable of transmitting the RaaS BESS transformer neutral earth contactor status 
along with diagnostics to DNO RaaS Controller.  Approximately £600.   

6.1.4. Communications Modules 

Industrial Layer 2 Switch capable of meeting operational requirements.   

Approximately £200. 

6.1.5. Control Panel 

Typical small Control Panel design, build and supply.   

Approximately £6,000. 

6.1.6. HMI 

Industrial HMI.   

Approximately £1,000. 
 

 DNO RaaS Controller Labour Cost Estimates 

Labour costs for vendors will vary.  Further, rates across the staff disciplines and staff grades that a 
vendor may apply to this project will also vary, and so a blended rate is considered.  In order to provide 
an indicative estimated cost range for procurement of the DNO RaaS Controller upper and lower 
blended day rates of £1000/day and £700/day have been assumed.  These rates have been applied to 
the estimated vendor person-days of effort for each activity listed in Table 6, to determine the total 
upper and lower labour cost estimates. 

 Cost Summary 

The estimated vendor costs for the supply, installation and commissioning of the DNO RaaS Controller 
including the FAT, PPT and SAT programme of tests described in Section 5 are summarised in Table 7.  
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Cost estimates for testing during PPT at the BESS vendor facility during BESS/BESS EMS FAT testing and 
at the SSEN RTU test facility are included.  The cost estimates do not include vendor software license 
or third party license costs.  Software licence costs are vender specific where these exist and cannot 
be estimated by SGS.  Any costs for load banks, diesel generators, etc. associated with PPT or SAT are 
not included.  Costs for any additional testing at a specialist test facility such as PNDC are also not 
included.   

Table 7 - Cost Summary 

Activity/Procurement 
Cost (Lower Estimate, 

£) 
Cost (Upper Range, £) 

Labour Costs     

Contract commences, vendor mobilisation. 3500 5000 

Vendor Procurement 3500 5000 

DNO RaaS Controller Design and Programming 80500 115000 

Acceptance Test Specification 7000 10000 

Testing: FAT 10500 15000 

Testing: PPT 24500 35000 

Site Integration/Commissioning 14000 20000 

Testing: SAT 14000 20000 

Manual/User Guide written and staff training on 
DNO RaaS Controller and handover 

7000 10000 

Project Management 26600 38000 

Hardware Costs   

Control Module 6000 

PQM Module 7000 

I/O Module 600 

Communications Modules 200 

HMI 1000 

Control Panel Design & Build 6000 

Total Labour and Hardware Cost 211,900 282,400 
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7. APPENDIX 1 - SSEN SWP3 LIST OF SCOPE OF WORK ITEMS 

SWP 3 - Detailed DNO Scheme Design for the Selected Trial Site (1 primary substation site)  

Summary:  

1. Review of the outputs of SWP1, SWP2 and other relevant project material which describes the RaaS 
concept and is available to promote effective collaboration between all those involved in development 
of the scheme.   

2. Capture all project and operational requirements and ensure that these are factored into the 
scheme design and functionality to be provided by the DNO side aspects of the RaaS system - the 
scheme design should support integration with a range of different primary substation configurations 
(e.g. numbers of transformers, RTUs, etc.) and be compatible with a range of applicable 
communications standards and protocols, with the capability to accommodate site specific factors in 
a clear way when implementing the system at any individual substation.   

3. Create a detailed system architecture for the DNO side aspects of the RaaS system including its 
integration with existing SSEN assets and its interface with the external elements of the RaaS scheme 
- the architecture must be clearly represented to promote communication and understanding, and the 
use of frameworks such as SGAM16 (Smart Grid Architecture Model) is welcomed.   

4. Define the DNO side operational functions required for the implementation of RaaS, and where 
these functions best sit across the decentralised and centralised elements of primary substation 
operation.   

5. Identify the DNO staff roles & responsibilities associated with the use of RaaS to support SSEN 
network operation in the event of a fault.   

6. Evaluate and develop step-by-step process(es) for DNO side information exchanges and actions 
required to utilise RaaS to support SSEN network operation in the event of a fault and interface with 
the external elements of the RaaS scheme for each of the operational scenarios set out in Table 1 - this 
should identify all automated and/or manual information exchange steps between DNO 
devices/systems/parties, and across interfaces/boundaries with third party systems (e.g. status 
information, command signals, acknowledgement signals, time to readiness/readiness/completion 
information, voltage data, frequency data, synchronisation information, etc.)  

7. Represent the information exchange requirements between all devices, systems and/or individuals 
clearly through appropriate diagrams, flow charts, etc.  

8. Identify and detail the potential risks of RaaS operation and associated mitigation measures.   

9. Define requirements and recommendations for development of the DNO RaaS Platform (the 
purpose of this platform is to provide automated control of the DNO side elements of using RaaS to 
support SSEN network operation in the event of a fault and to provide the system interface with the 
external RaaS Controller and other third-party assets). 

10. Create a flow chart for the logic to be applied via the DNO RaaS Platform which represents the 
required algorithm segments, data points and detailed control logic.   

 
16 The SGAM framework was created by the CEN-CENELEC-ETSI Smart Grid Coordination Group in response to Mandate M/490 issued by 

the European Commission in 2011 - CEN (European Committee for Standardization), CENELEC (European Committee for Electrotechnical 
Standardisation), ETSI (European Telecommunications Standards Institute).   
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11. Produce proposed modifications to the existing SCADA system or other relevant business 
communications systems.   

12. Produce a proposed specification for the information and alarms to be shown in the DMS or other 
relevant business systems.   

13. Detail the communications media, communications protocols and information standards required 
to implement RaaS, including interfacing the DNO RaaS Platform with the external RaaS Controller and 
other third-party assets, and applying the required the protection and control schemes.   

14. Provide recommendations and identify options regarding the reliability of comms required to use 
RaaS to support SSEN network operation in the event of a fault.   

15. Identify factors relevant to cyber risk and information security associated with the implementation 
of RaaS.   

16. Develop a testing programme for the DNO side aspects of the RaaS system which demonstrates its 
integration with existing SSEN assets and its interfaces with the external elements of the RaaS scheme, 
in addition to its capability to operate as required - this should be aligned to the testing activities 
planned by other project partners, and should apply a staged approach to allow issues to be identified 
in a timely manner prior to further development or more involved testing activities, e.g. comprising 
Factory Acceptance Testing (FAT), bench testing, hardware-in-the-loop testing, and full commissioning 
testing.   

17. Develop an installation & commissioning programme for the DNO side aspects of the RaaS system 
- this should be aligned with the installation & commissioning activities planned by other project 
partners.   

18. Provide refined cost assumptions for procurement & installation of all DNO side aspects of the RaaS 
system (including its integration with existing SSEN assets and its interface with the external elements 
of the RaaS scheme).   

19. Liaise closely with the RaaS project partners to understand and align the development of the 
detailed DNO scheme design for RaaS with the detailed design for third party elements (i.e. RaaS 
Controller, BESS, DER). 

20. Arrange site visits as appropriate, via the SSEN RaaS project team.   

21. Comply with SSEN safety requirements and expectations, including attending SSEN Safety Briefings 
as required, prior to any site activities commencing.   

22. Maintain regular contact with the SSEN RaaS project team to report on progress and raise any 
potential issues at the earliest opportunity.   

23. Provide a report describing the work undertaken (including data used and any assumptions made) 
and detailing all findings and recommendations.   

24. Support project dissemination activities as appropriate. 


