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2. INTRODUCTION 

 Project Background 

Scottish Hydro Electric Power Distribution (SHEPD) has contracted Smarter Grid Solutions (SGS) to 
support Scottish & Southern Electricity Networks (SSEN) on SSEN Work Package 3 (SWP3) ‘Detailed 
DNO Scheme Design’ within Phase 1 of their Resilience as a Service (RaaS) innovation project.  

This Network Innovation Competition funded project aims to improve energy security in rural and 
remote areas by combining battery storage with local energy resources to provide low carbon, cost 
effective network resilience in response to faults.  The project is being delivered by three project 
partners - SSEN as the network operator together with smart infrastructure experts Costain and 
leading European energy company E.ON. 

SWP3 requires SGS to produce a detailed DNO scheme design for the project’s selected trial site1, 
which also considers replicability across further sites.  The DNO scheme design comprises the system 
architecture for the DNO side aspects of the RaaS system, including its integration with existing SSEN 
assets and interface with the external (third party owned) elements of the RaaS scheme (under 
development by E.ON), together with the supporting DNO side operational functions, control 
processes and information exchanges required to implement a RaaS solution.  SGS will be required to 
engage with SSEN and their partners throughout SWP3. 

This ‘DNO RaaS Controller Requirements & Use Case Specification’ report specifically considers the 
requirements for design of the DNO RaaS Controller to fulfil the Use Cases associated with the 
implementation of a RaaS solution.  Accompanying SWP3 material will provide detail on other aspects 
of the DNO side scheme design. 

 

 SWP3 - Detailed DNO Scheme Design 

SGS’s proposal for SWP3 takes SSEN’s 24 required Scope of Works (SoW) items (see Appendix 1) and 
addresses these through a smaller number of logically cognate and sequential tasks that incorporate 
the complexity and interdependency across these areas. This brings together the diverse domains 
across the common themes of; requirements specification, Use Case specification, architecture 
modelling as well as detailed technical and procedural design.  Organising the project in this way also 
enables clear and efficient project management.  SGS has mapped the 24 SSEN SoW items to six tasks, 
with four milestone deliverable documents, as set out in Schedule 1 of the agreed SHEPD/SGS Contract 
[1]. 

The Tasks are as follows: 

Task 1 Initiation, Review of Project Progress, Project Outputs and Liaison with partners 

Task 2 DNO RaaS Controller Requirements and Use Case Specification 

Task 3 DNO RaaS Controller Architecture Specification 

Task 4 DNO RaaS Controller Detailed Design Specification  

Task 5 DNO RaaS Controller Testing, Installation, Commissioning and Trial Plan  

Task 6 DNO RaaS Controller Design Delivery Reporting and Supporting Dissemination 

 
1 SSEN are specifying the works and equipment to replace the existing 11kV switchboard at the Drynoch primary 
substation trial site with a new suitable 11kV switchboard for the RaaS trial. 
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The agreed milestone deliverables are: 

 

 Task 1 - Initiation, Review of Project Progress, Project Outputs and 
Liaison with Partners 

Task 1 comprises initiation of SWP3 with familiarisation of existing project material and information 
available from SSEN, together with ongoing liaison with SSEN and other RaaS project partners, as 
necessary. 

 

 Task 2 - DNO RaaS Controller Requirements and Use Case Specification  

Task 2 involves capturing, analysing and specifying the following items to enable the detailed design 
to address all functional, system, user, information and other requirements:  

• High-level functional requirements. 

• Functional Use Cases. 

• Detailed requirements (functional, non-functional, roles/responsibility, infrastructure & security). 

Capture of high-level functional requirements.  This is the essential starting point for definition of the 
DNO scheme design requirements.  This establishes a high-level specification of roles, logical 
components, and the fundamental functional requirements of the DNO aspects of the RaaS solution.  
The operational and integrational requirements need to consider the following distinct logical 
components: DNO RaaS Controller; Third Party elements of the RaaS scheme; existing electricity 
network field devices (e.g. switches, monitoring devices), existing comms & SCADA systems, and the 
DNO Distribution Management System (DMS). The high-level requirements will be presented in a 
generic manner for application to any network areas (and as with all other elements will be vendor 
and implementation agnostic). This activity aims to provide an agreed, focused set of core functional 
requirements that will underpin development of more detailed requirements. 

Document the DNO RaaS Controller functional Use Cases.  To support the presentation and 
communication of high-level requirements, and support the capture of more detailed requirements, 
eleven detailed Use Cases have been documented.  These are presented in a standardised manner, 
detailing the technological elements and actors involved, pre-conditions, triggers, 
communication/measurement requirements and importantly the detailed functional steps and output 
conditions. 

The Use Cases detail the key sequences of functions to be demonstrated within RaaS, documenting 
processes such as grid-to-islanded transition, black start and island-to-grid synchronisation.  These are 
supported by Use Case Flow Diagrams that illustrate the Functions and interactions across different 
actors/elements of the solution (e.g. DNO RaaS Controller, third party RaaS BESS, third party RaaS BESS 
controller (BESS EMS), DNO Primary Substation, DNO DMS, etc.).  The Use Cases are presented in the 
context of a tangible RaaS network Case Study, which helps to illustrate and bring to life the 

SWP3-1 DNO RaaS Controller Requirements and Use Case Specification document, Tasks 1 & 2 

SWP3-2 DNO RaaS Controller Detailed Design Specification document, Tasks 3 & 4 

SWP3-3 DNO RaaS Controller Trial Testing, Installation and Commissioning Plan and Budgetary 
Cost Estimate, Task 5 

SWP3-4 SWP3 DNO RaaS Controller Project Summary Report, Task 6 
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requirements and procedural steps, supporting communication & dissemination of the scheme plans 
with project stakeholders. 

Detailed Requirements.  Based on information derived during the Use Case definition, a detailed 
specification of the DNO side aspects of the RaaS solution is documented. This includes Functional, 
Non-Functional (e.g. reliability, cyber-security), and Procedural (defining roles, responsibility) 
requirements.  Requirements are presented in a generic manner that ensures scalability to multiple 
network cases.  Where site-specific requirements for the implementation of RaaS at the proposed trial 
site are identified, these will be marked accordingly to aid future replicability across other sites for 
adaptation to BAU deployment.  

Task 2 includes items 2, 4, 5, 6, 8, 9, 12 and 15 from the SSEN Scope of Work for SWP3: along with the 
outputs of Task 1 which covers items 1, 19, 20, 21 and 22.   

 

 Scope 

This document forms part of Task 2.  Building on Task 1 this document sets out the high-level 
requirements, Use Cases and detailed requirements for the DNO RaaS Controller elements of the RaaS 
System. 

This document forms the SWP3-1 deliverable. 

 

 Document Structure 

The remainder of this document is structured as follows: 

• Section 3 sets out the DNO RaaS Controller high-level functional requirements. 

• Section 4 presents the DNO RaaS Controller Use Cases and Use Case Flow Diagrams. 

• Section 5 sets out the DNO RaaS Controller detailed-functional requirements and design 
constraints. 

• Section 6 sets out the DNO RaaS Controller non-functional requirements and design constraints. 

 

 Reference Documents 

This report refers to the following documents associated with the RaaS project and the DNO RaaS 
Controller element requirements. 

[1] Research and Development agreement between Scottish Hydro Electric Power Distribution Plc 
and Smarter Grid Solutions Ltd “Project; FW Services - RaaS Phase 1 Project Support - Multisite 
0721 Purchase Order number; 1221060522”, dated 06/01/2021. 

[2] Resilience as a Service ‘Front End Engineering Design (FEED)’ report, version v2.0, dated 
17/02/2021. 
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3. DNO RAAS CONTROLLER HIGH LEVEL FUNCTIONAL REQUIREMENTS 

Based on the RaaS Front End Engineering Design (FEED) report [2], the RaaS system has three main 
operational modes and five transition processes. 

The operational modes comprise: 

1. Grid Only mode - normal grid operation with the RaaS BESS unavailable. 

2. Grid plus RaaS BESS mode - normal grid operation with the RaaS BESS operating in parallel and 
monitoring to respond to a RaaS event, whilst also charging or potentially providing services 
to other flexibility market, and with Local DER operating/exporting to grid as normal. 

3. RaaS Islanded mode - islanded network operation with supply to customers provided by the 
RaaS BESS together with any available Local DER. 

The transition processes include: 

1. Transition from Grid plus RaaS BESS mode to RaaS Islanded mode due to a grid supply failure 
(unplanned transition). 

2. Transition from Grid plus RaaS BESS mode to RaaS Islanded mode due to a planned grid supply 
disconnection (planned transition). 

3. Transition from RaaS Islanded mode to Grid plus RaaS BESS mode (resynchronising) 

4. Loss of grid with system blackout, followed by Black Start into RaaS Islanded mode 

5. Transition from Grid Only mode to Grid plus RaaS BESS mode. 

SGS has reviewed the FEED report operational stages and proposes the high-level functionality for 
these modes and transition processes set out in the following sections of this report. 

Reflecting this, the DNO RaaS Controller has two principal functions: 

1) Provide a link between the DNO SCADA system (including comms with the DNO Control Room) 
and an interface to the RaaS BESS, to ensure safe and effective operation of the RaaS system.  

2) Monitor the operation and status of the Primary Substation network and initiate the 
appropriate RaaS transition modes in response to a fault situation (when the RaaS system is 
enabled by the DNO Control Room), including maintaining correct protection/system settings 
through the various modes of operation.   

 

 RaaS Components and Context 

The RaaS system comprises a number of key components (actors) operating together to improve 

supply resilience to customers as illustrated in the context diagram shown in Figure 1. 
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Figure 1  RaaS System Context Diagram 

 

The high levels roles and functions for each actor are described in Table 1. 
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Table 1 - RaaS System Actors 

Actor Type Description 

DNO Organisation The DNO that has chosen to implement a RaaS solution to 
improve Security of Supply at a given primary substation, based 
on a comprehensive Cost Benefit Analysis, and contracted via a 
suitable flexibility services tender/procurement process. 

DNO Control 
Room 

Person DNO Control Room individual(s) with operational oversight of 
the DNO DMS and other associated network control systems, 
including RaaS.  Responsible for enabling/disabling RaaS 
system operation, initiating black start operations directly or by 
pre-authorising the DNO RaaS Controller, and initiating island 
synchronising back to the grid directly or by pre-authorising the 
DNO RaaS Controller. 

DNO DMS System The Distribution Management System that provides the DNO 
Control Room with visibility and control of the distribution 
network (via the DNO SCADA comms system), including any 
network management or automation capability provided via 
the DMS or via other network systems.  The RaaS scheme will 
be integrated into this system. 

BESS Control 
Centre 

Person RaaS BESS Control Centre individual(s) responsible for 
operational oversight of the BESS EMS, RaaS BESS and any 
other RaaS DER. 

BESS EMS System The third party BESS EMS that will interface with the DNO RaaS 
Controller, 33/11kV primary substation (including data on 
voltage, frequency and loss of mains protection) and RaaS BESS 
(including data on BESS charge status).  The BESS EMS will also 
communicate with other local DER where this has been 
contracted by the RaaS Service Provider to support the RaaS 
BESS and provide RaaS services. 

The BESS EMS will control the RaaS BESS to respond 
appropriately to fault situations (including initiating primary 
substation transformer 11kV circuit breaker operation on 
detection of loss of the grid and during resynchronising with 
the grid); the RaaS BESS transformer 11kV earthing switch (via 
the interlock with the primary substation transformer 11kV 
circuit breaker); and the BESS G99 protection 
enabling/disabling. The BESS EMS will also manage the 
import/export of real and reactive power to maintain customer 
supplies during island operation (including the control of 
frequency and voltage within required limits to maintain island 
network stability). 

During black start, transition to island mode and 
resynchonisation to the grid, the BESS EMS (or other BESS 
internal controllers) will be responsible for maintaining suitable 
island network voltage and frequency stability.  
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 RaaS BESS Devices The battery energy storage system, associated inverters, 
controllers, housing, environmental HVAC and controls, step 
up transformer and cable connection to the primary substation 
11kV switchboard, earth and earth switch, G99 and other 
protection equipment, and switchgear forming the RaaS BESS 
system2.  

DNO RaaS 
Controller 

System The DNO RaaS Controller provides the control interface 
between existing DNO assets, new RaaS specific DNO assets, 
and the external third party BESS EMS. 

It will monitor the status and power flows through the various 
11kV circuit breakers at the 33/11 kV primary substation as well 
as control the outgoing feeder 11kV circuit breakers and any 
switching of protection setting groups as required during grid 
and island mode operations. 

The DNO RaaS Controller will also provide monitoring of the 
RaaS BESS status (including available capacity, 11kV earth 
switch position), associated 11kV network device status (Pole 
Mounted Circuit Breakers (PMCBs), 11kV Network Normal 
Open Points (NOPs), PMCB DAR enable/disable (if required), 
and any required protection setting group status). 

Further, the DNO RaaS Controller will issue pre-authorisation 
for automatic resynchronisation to the BESS EMS, sourced from 
the DNO Control Room (without which the BESS EMS cannot 
start re-synchronisation) and accept BESS EMS requests for 
auto synchronising at any time and relay these to the DNO 
Control Room. 

RaaS Service 
Provider 

Organisation The third-party organisation contracted by the DNO to provide 
the RaaS solution in accordance with the terms set out in the 
flexibility services tender/procurement documents. 

Data Store System The data store is used to store all DNO RaaS Controller 
monitored data and control actions.  Alternatively, perhaps for 
BAU, this information could be passed back to the DNO DMS 
for storage in the associated SCADA data historian. 

33/11kV 
Primary 
Substation 

System/Devices The primary substation to which the RaaS BESS system is 
connected.  The RaaS BESS will be connected to the primary 
substation 11kV switchboard via a step-up transformer and an 
11kV circuit breaker in the primary substation switchboard. 

The 33/11kV Primary Substation contains a number of devices 
to be monitored and/or controlled by the DNO RaaS Controller 
or BESS EMS. 

 

 
2 It is noted that at the time of writing SSEN is still to decide whether the DNO or the third party RaaS Service Provider will own the RaaS 

BESS step up transformer and associated neutral earth and 11kV cables.  This table assumes these components belong to the RaaS Service 
Provider. 
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Non-local 
11kV Network 

System/Devices The Non-local 11kV Network is outside of the immediate 
33/11kV Primary Substation to which the RaaS BESS system is 
connected3.  The DNO RaaS Controller requires control of 
specific PMCBs and 11kV network NOPs and may or may not 
also require the ability to remotely enable/disable any delayed 
auto reclosers (DAR) associated with the PCMBs.  Where 
available this control would be via the DNO DMS, with comms 
via the SCADA system.  Where this does not exist additional 
communications with the DNO RaaS Controller would require 
to be facilitated.  

Local DER Devices Local DER includes distributed generation and energy storage 
schemes (other than the RaaS BESS).  Such Local DER may or 
may not be visible to the DNO Control Room via the DNO DMS.  
Though the DNO Control Room and/or ANM systems may have 
the ability to enable/disable Local DER export to the network 
or import from the network, it is assumed that Local DER will 
predominantly operate under G59/G99 connection rules and 
disconnect from the network due to G59/G99 protection and 
automatically reconnect when a stable 11kV network is 
restored after a short time delay (20 seconds in accordance 
with G99 or a longer customer set delay). 

Additionally, on some RaaS schemes there may be Local DER 
which would require synchronising onto the Island network 
when instructed to by the BESS EMS, potentially requiring an 
agreement/contract with the third party RaaS Service Provider.  
It is assumed that such generation would operate at their 
maximum available power output (on/off control only) and 
would not require any set point control from the BESS EMS. 

Further, some RaaS schemes may incorporate Demand Side 
Response (DSR) systems to form part of the RaaS solution.  
These would also be controlled by the BESS EMS as part of the 
third party RaaS Service Provider’s agreements/contracts with 
other third-party participants in the provision of RaaS. 

Local DER 
Control Room 

Person Local DER Control Room individual(s) that the DNO Control 
Room can contact for operational reasons, if this role exists. 

 

The context diagram in Figure 1 is also represented in a Smart Grid Architecture Model (SGAM)4 
diagram in Figure 2. 

 

 
3 While the RaaS BESS will be located at the Drynoch primary substation for the RaaS trial, for BAU, the RaaS BESS could be located remote 

from the primary substation.  This is considered in the requirements detailed in this specification. 
4 The Smart Grid Architecture Model was developed by CEN, CENELEC, and ETSI under an EU mandate to develop a framework 
to enable European Standardization Organizations to perform continuous standard enhancement and development in the 
field of Smart Grids, while maintaining transverse consistency and promote continuous innovation. 
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Figure 2 Smart Grid Architecture Model Context Diagram 

 

 RaaS High Level Functionality 

The actors involved in providing the RaaS functionality are illustrated in Figure 2, with a high-level 
description of each and their functional roles provided in Table 1.  To provide network resilience and 
improve Security of Supply for customers, the RaaS system has three main operational modes and five 
transition processes. 

The operational modes comprise: 

1. Grid Only mode - normal grid operation with the RaaS BESS unavailable. 

2. Grid plus RaaS BESS mode - normal grid operation with the RaaS BESS operating in parallel and 
monitoring to respond to a RaaS event, whilst also charging or potentially providing services 
to other flexibility market, and with Local DER operating/exporting to grid as normal. 

3. RaaS Islanded mode - islanded network operation with supply to customers provided by the 
RaaS BESS together with any available Local DER. 
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The transition processes include: 

1. Transition from Grid plus RaaS BESS mode to RaaS Islanded mode due to a grid supply failure 
(unplanned transition). 

2. Transition from Grid plus RaaS BESS mode to RaaS Islanded mode due to a planned grid supply 
disconnection (planned transition). 

3. Transition from RaaS Islanded mode to Grid plus RaaS BESS mode (resynchronising) 

4. Loss of grid with system blackout, followed by Black Start into RaaS Islanded mode 

5. Transition from Grid Only mode to Grid plus RaaS BESS mode. 

 

The DNO RaaS Controller requires specific functionality during each of these modes of operation and 
transition processes, that together with the other actors provide the functionality of the overall RaaS 
system.  The following sections set out at a high-level the key actor functionality during each RaaS 
operational mode and transition process in order to identify the overall DNO RaaS Controller high-level 
functional requirements.  The following sections also identify any DNO Control Room initiated activities 
and identify where the DNO RaaS Controller may need to provide data to support RaaS service 
settlement or performance monitoring e.g. recording when there is a transition into RaaS Islanded 
mode, and when this ends. 

 

 Grid plus RaaS BESS Operating in Parallel (normal operation) 

The normal mode of network operation will be a grid supply to the 33/11kV Primary Substation with 
the RaaS BESS operating in parallel.  During this mode of operation the RaaS BESS may be charging 
and/or participating in various other markets to generate revenues.  However, it is expected that 
contractual arrangements between the DNO and the third party RaaS Service Provider will place 
obligations on the readiness of the RaaS BESS to provide the RaaS response in the event that the grid 
supply to the 33/11kV Primary Substation fails.  It is assumed that such obligations will ensure that: 

1. The RaaS BESS is required to have a minimum readiness to provide a RaaS response e.g. a 
minimum period of time for operating in RaaS Islanded mode. 

2. This minimum readiness level may vary at different points in time to reflect different demand 
patterns e.g., over the course of a day or year, or with consideration to risk associated with 
weather - these requirements would be defined by the DNO based on forecasts and may be 
fixed or dynamic5. 

3. The RaaS BESS may have set periods when it can be taken out of service for maintenance 
purposes (these may not be expected during the trial period of 2 years, however, there may 
be requirements to take the RaaS BESS out of service to investigate issues encountered during 
the trial). 

During Grid plus RaaS BESS normal operations, the DNO RaaS Controller will be required to monitor 
not only the RaaS BESS readiness (availability and island mode run time estimate) but potentially also 
the power flows through the 33/11kV Primary Substation transformer, and raise an alert where the 
BESS EMS is not managing the RaaS BESS import/export of real and reactive power to maintain the 

 
5 The assumptions/principles being developed through the project recognise that there may be different requirements at different points in 

time, and so allow for an element of forecasting by the DNO i.e. rather than considering times of ‘higher risk’ or ‘lower risk’, the RaaS system 
remains in the same state of readiness whenever its ‘on call’, however the DNO could specify a lower MWh at some periods of year, or even 
stand the RaaS service down e.g. during a summer month. 



Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller Requirements & Use Case Specification 
 
 

200993 03C Page 15 of 66  13/05/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 

primary substation and upstream network within thermal and voltage limits (only primary substation 
11kV voltage limits are referred to in the Drynoch case).  It is assumed here that the risk of the BESS 
EMS failing to manage the RaaS BESS import/export within the primary substation and upstream 
network thermal and voltage limits is very low.  However, in the event that thermal or voltage 
thresholds are exceeded beyond acceptable time limits the DNO RaaS Controller will trip the RaaS BESS 
11kV circuit breaker to protect the primary substation and maintain customer supplies, and will alert 
the DNO Control Room and BESS Control Centre. 

With regard to run time estimate, while the BESS EMS will provide the DNO RaaS Controller with 
information on the RaaS BESS level of charge, ideally this will need to be translated into a more 
meaningful forecast of the potential BESS run time during RaaS Islanded mode.  Alternatively, the run 
time could be set at 4 hours contractually and post-event analytics would look at the level of RaaS 
service provided. 

To forecast the potential run time would require some form of ongoing island demand forecast for the 
coming hours.  Such a forecast could be complex, e.g. applying machine learning or AI techniques to 
historical demand data and weather-based forecasting of local DER power export, with a high potential 
cost for sophisticated analysis.  Alternatively, a more simplistic approach could be taken, e.g. 
calculation based upon an assumed demand profile which reflects seasons of the year and day of the 
week, or based on the previous year’s demand at the equivalent time of year, day of the week and 
time of day. 

Further, the runtime forecast calculation could be carried out within the BESS EMS, DNO RaaS 
Controller, or the DNO DMS. 

Having considered these alternatives, the preference of the RaaS project team is to implement a simple 
calculation which assumes that the 11kV network demand for the coming four hours will remain 
constant based on the latest measured data available to the DNO RaaS Controller.  The run time will 
be calculated based on the present RaaS BESS charge status provided by the BESS EMS and be updated 
at a programmed interval (5 minutes suggested) or when the charge status changes by 1% of the rated 
RaaS BESS charge capacity.  The RaaS BESS forecast run time calculation is to be part of the DNO RaaS 
Controller functionality.  This is a minimum functional requirement, therefore if DNO RaaS Controller 
vendors bidding to supply the DNO RaaS Controller have an available (off the shelf) forecast tool with 
improved accuracy, SSEN will consider this functionality and the associated costs.  The updated RaaS 
BESS run time forecast can then be transferred to the DNO DMS for visibility by the Control Room, and 
sent to the BESS EMS. 

The conclusions regarding DNO RaaS Controller high level requirements during Grid plus RaaS BESS 
operations are as follows. 

HLR. 1  Monitor the RaaS BESS charge status and estimate the forecast island operation run 
time over the next four hours assuming the 11kV network island demand remains 
constant over that period (network island demand is taken from primary transformer 
power flow measurements).  Update the run time forecast at a programmed interval 
(5 minutes suggested), or when the RaaS BESS charge status changes by 1% of the 
rated RaaS BESS charge capacity, using the RaaS BESS charge and island demand 
measurement at that point in time.  The updated RaaS BESS run time forecast is then 
to be sent to the DNO DMS and to the BESS EMS if required. 

HLR. 1.1 Where the forecast island mode BESS run time drops to a defined minimum 
level send an alert to the BESS Control Centre.  Maintain the alert until the 
issue is resolved.   
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HLR. 2  Monitor the RaaS BESS connection status with the 33/11kV Primary Substation and 
alert the BESS Control Centre when the RaaS BESS is offline. (The BESS Control Centre 
can then check if this is planned e.g. for maintenance, before taking further actions 
e.g. reconnecting the RaaS BESS to the grid supplied network). 

HLR. 3  Monitor the power flow through the primary substation 33/11kV transformer, 11kV 
circuit breaker and the 11kV switchboard voltage.  (DNO RaaS Controller is looking for 
primary substation thermal or voltage violations caused by the RaaS BESS.)  

HLR. 3.1 Where the BESS EMS is failing to maintain power flows within the 
programmed thermal limits of the primary substation 33/11kV transformer 
send an alert to the BESS Control Centre.   

HLR. 3.2 Where the RaaS BESS does not respond to reduce the power flows within 
the thermal limits within a programmed time, the DNO RaaS Controller will 
trip the RaaS BESS 11kV circuit breaker to disconnect the RaaS BESS from 
the grid supplied network.  A status update will be provided to the DNO 
Control Room and the BESS Control Centre that the RaaS BESS has been 
disconnected due to a primary transformer power flow violation issue. 

HLR. 3.3 Where a primary substation 11kV voltage violation is detected (due to a 
BESS EMS reactive power import/export control issue) send an alert to the 
BESS Control Centre.   

HLR. 3.4 Where the RaaS BESS does not respond to correct its reactive power control 
and the voltage violation persists for a programmed time, the DNO RaaS 
Controller will trip the RaaS BESS 11kV circuit breaker to disconnect the 
RaaS BESS from the grid supplied network.  A status update will be provided 
to the DNO Control Room and the BESS Control Centre that the RaaS BESS 
has been disconnected due to a voltage violation issue. 

HLR. 4  Monitor the primary substation 11kV voltage and frequency (data direct from DNO 
RaaS Controller power quality meter (PQM) receiving CT and VT hardwired analogue 
values).  The DNO RaaS Controller is looking for transitions into an 11kV network 
blackout condition i.e. there has been a grid supply failure with no seamless transition 
to a RaaS Islanded network (i.e. the RaaS BESS has also been lost).  This will alert the 
DNO Control Room to a decision requirement to initiate a RaaS BESS island black start 
or allow the DNO RaaS Controller to initiate a RaaS BESS island black start where it has 
pre-authorisation from the DNO Control Room. 

HLR. 4.1 Where these measurements drop below programable thresholds for a 
programable period, check the status of the primary substation 
transformer 11kV breaker and the power flows via this circuit breaker.  If 
the circuit breaker status is open and there is no power flow, alert the DNO 
Control Room and BESS Control Centre that there is a blackout condition 
(see section 3.6 and associated requirements for black starting). 

HLR. 4.2 If the primary substation transformer 11kV breaker is still closed, check the 
power flows via the primary substation transformer 11kV breaker and the 
RaaS BESS transformer 11kV circuit breaker.  If these are below 
programable thresholds, alert the DNO Control Room and BESS Control 
Centre that there is a blackout condition, and the BESS EMS LOM has failed 
to open the primary transformer 11kV circuit breaker.  Since there has been 
a BESS EMS system failure the DNO RaaS Controller will block any automatic 
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black start initiation.  This block will be maintained until the DNO Control 
Room has investigated the failure and enabled the DNO RaaS Controller to 
commence a black start sequence. (see section 3.6 and associated 
requirements for black start). 

 

 Grid plus RaaS BESS Transition to RaaS Islanded Network (active 
islanding) 

This is the operational mode where a failure of the primary substation 33kV grid supply will result in a 
seamless transition to active islanding mode i.e. with no interruption to customers fed from the 
primary substation.   

There are some conditions where the BESS EMS should not transition automatically from Grid plus 
RaaS BESS to RaaS Islanded mode.  This could include situations where 11kV network Normal Open 
Points (NOPs) have been moved to allow a back feed into the 11kV island network, or if someone is 
working at the primary substation e.g. in the 11kV switchgear room.  This could also include situations 
where the DNO Control Room is alerted to persons trespassing in the primary substation.  Ensuring the 
safety of personnel and the public is a critical consideration of designing, installing and operating a 
RaaS system.   

The DNO Control Room will have the ability to enable/disable the following to ensure the safe 
operations of the network and the safety of personnel and the public: 

• Automatic black starting of the island network by the DNO RaaS Controller. 

• The DNO RaaS Controller providing automatic permission to the BESS EMS to synchronise a 

RaaS Islanded network onto the grid. 

• The automatic transition from Grid plus RaaS BESS operation to RaaS Islanded operation.  In 

this case the DNO Control Room will send a disable/enable signal to the BESS EMS via the DNO 

RaaS Controller. 

• The DNO Control Room will also have the facility within the DNO DMS to trip the RaaS BESS 

11kV circuit breaker (bypassing the DNO RaaS Controller) if required to shut down the RaaS 

System in an emergency. 

While the DNO RaaS Controller could get the NOP status from the DNO DMS along with a status 
covering persons working on the relevant substation area, it has been agreed that the safest solution 
is for the DNO Control Room operators to disable the RaaS system functions indicated above when 
required. 

When the BESS EMS is enabled for automatic transition to island mode, the RaaS BESS system and 
associated BESS EMS have the following functionality, detailed in the RaaS FEED study report [2], 
section 9. 

• The BESS EMS detects an out-of-range deviation of the frequency and voltage on the system 
and trips the primary substation transformer(s) 11kV circuit breaker(s), disconnecting the 
primary 11kV switchboard from the grid, thereby placing the primary substation 11kV network 
in island mode.   

• At the same time, the RaaS BESS transformer 11kV winding neutral/earth contactor will close 
(interlocking with the opening of the primary substation transformer 11kV circuit breaker) to 
restore an earth reference to the 11kV network.  [The FEED report indicates that the primary 
substation transformer 11kV breaker and the RaaS BESS neutral/earth contactor will be 
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interlocked to ensure the correct operation although at this stage the interlocking method has 
not been decided (mechanical, electrical or software interlocking)]. 

• At the same time, the BESS EMS having detected a loss of grid and on opening the primary 
substation transformer circuit breaker issues a ‘blocking’ signal to the RaaS BESS G99 
protection relay to prevent its further operation with the 11kV network now in island mode.  
Noted that if the G99 protection is not blocked, the reduced island system inertia may result 
in rate of change of frequency events (RoCoF) that could trip the BESS via the G99 protection.   

• In island mode, the RaaS BESS is the single source of voltage and frequency regulation for the 
11kV network and supports the full network demand. 

• The RaaS BESS will continue to support the network in island mode until either the grid returns 
to a healthy state and the island is resynchronised with the healthy Grid, or the BESS batteries 
fall below a threshold SOCmin value and shuts down6. 

During the seamless transition from RaaS BESS plus Grid to RaaS Islanded mode, it is expected that 
operational conditions for other local DER connected to the islanded network will remain unchanged, 
with the BESS EMS controlling the RaaS BESS import/export of real and reactive power to provide 
suitable regulation of the island network frequency and voltage.  This includes catering for the 
switching in and out of other DER on the network or variations in demand.  It is taken that the BESS 
EMS with its associated G99 protection blocked will have the means to detect network instability 
outside of prescribed limits agreed with the DNO and to shut down the 11kV island where required to 
protect customers and DNO equipment.  Noted that other DER (non RaaS contracted DER) on the 
network with G59 or G99 based connection agreements will have their G59/G99 protection active 
during island mode operation.   

The main functionalities of the DNO RaaS Controller during active islanding and the transition to active 
islanding are predominantly monitoring to ensure the transition is carried out correctly by the BESS 
EMS and that the island network is being correctly regulated by the BESS EMS.  The DNO RaaS 
Controller will firstly alert the BESS Control Centre and then take actions where this is not the case.  
The DNO RaaS Controller may also be required to switch some protection relays to alternate settings 
groups for island operations e.g. 11kV feeder circuit standby earth fault (SBEF) protection (indicated 
as a possible option in the RaaS FEED Study report [2]).  The DNO RaaS Controller will also record and 
store operational data for future analysis and possibly RaaS service settlement purposes.  The DNO 
RaaS Controller high-level requirements under active islanding mode are: 

HLR. 5  Monitor the status of the primary substation transformer 11kV circuit breaker and the 
11kV substation voltage.  If the circuit breaker status changes to open and the 
substation retains an 11kV voltage, provide a status update to the DNO Control Room 
that the 33/11kV Primary Substation has transitioned into island mode operations.    

HLR. 5.1 Record and store the date and time of this event indicating a transition to 
island mode. 

HLR. 5.2 If the primary substation voltage has dropped to near zero, check the RaaS 
BESS power flows via the RaaS BESS transformer 11kV circuit breaker and 
the circuit breaker status.  If the circuit breaker status is open or there is no 
power flow, alert the DNO Control Room and BESS Control Centre that 

 
6 Note that if the application of RaaS was considered for cases where the power export from DER is likely to exceed the 

islanded network demand, when the RaaS BESS reaches the upper charge limit, the RaaS BESS will shut down.  Such a RaaS 
application would require a different starting requirement from a demand dominated island to give 4 hours of island support 
i.e. it would be required to start from a low BESS charge to absorb the net generation power balance. 
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there is a blackout condition (see section 3.6 and associated requirements 
for black start). 

HLR. 5.3 Receive the status of the RaaS BESS G99 protection blocking status from 
the BESS EMS.  If the status indicates the G99 protection is not blocked, 
then raise a status update to the DNO Control Room and an alert to the 
BESS Control Centre.  

HLR. 6  Check the status of the RaaS BESS transformer 11kV neutral earth contactor.  If this is 
not closed send a control signal to trip the RaaS BESS 11kV circuit breaker to disconnect 
the RaaS BESS from the primary substation and send an alert to DNO Control Room 
and BESS Control Centre that the RaaS system 11kV earth has failed and a black out 
condition now exists (see section 3.6 and associated requirements for black start). 

HLR. 7  Where the status of the 11kV network NOPs is closed and the DNO Control Room has 
not issued a signal via the DNO RaaS Controller to the BESS EMS to disable the 
transition to island mode, the DNO RaaS Controller will issue a signal to the BESS EMS 
to disable the automatic transition to a RaaS BESS supported island mode of operation.  

HLR. 8  Switch any required protection to their alternate island operation settings. 

HLR. 9  Monitor the RaaS BESS charge status (data provided by the BESS EMS). 

HLR. 9.1 Alert the DNO Control Room when the RaaS BESS is approaching the SOCmin 

threshold (or maximum charge state) value indicating the RaaS BESS will 
shortly shutdown unless the island can be resynchronised to a healthy grid.   

HLR. 10  Monitor the island network frequency (direct from the DNO RaaS Controller power 
quality meter (PQM) receiving CT and VT hardwired analogue values). 

HLR. 10.1 Where the system frequency is out with upper or lower limits for a defined 
period of time (limits and times to be programmable and agreed with the 
DNO) indicating that the BESS EMS is failing to regulate the island network 
frequency adequately, alert the BESS Control Centre and if the violation 
persists for a further period, then the DNO RaaS Controller will shut down 
island mode operations to protect customer and DNO equipment (trip the 
RaaS BESS transformer 11kV circuit breaker).  At the same time, the DNO 
RaaS Controller will provide a status update to the DNO Control Room and 
an alert to the BESS Control Centre of the intervention and the reason for 
this.  [Note that 11kV supply restoration will either be carried out by the 
DNO Control Room on return of a healthy 33kV grid or via an islanded black 
start where the DNO Control Room/DNO RaaS Controller has confirmed the 
RaaS system is able to carry this out and sustain a suitably regulated island 
network].   

HLR. 11  Monitor the primary substation 11kV switchboard voltage (direct from the DNO RaaS 
Controller power quality meter (PQM) receiving CT and VT hardwired analogue 
values). 

HLR. 11.1 Where the system voltage is out with upper or lower limits for a defined 
period of time (limits and times to be programmable and agreed with the 
DNO) indicating that the BESS EMS is failing to regulate the island network 
voltage adequately, alert the BESS Control Centre and if the violation 
persists for a further period, then the DNO RaaS Controller will shut down 
island mode operations to protect customer and DNO equipment (trip the 
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RaaS BESS 11kV circuit breaker).  At the same time, the DNO RaaS 
Controller will issue a status update to the DNO Control Room and alert the 
BESS Control Centre of the intervention and the reason for this.  [Note that 
11kV Supply restoration will either be carried out by the DNO Control Room 
on return of a healthy 33kV grid or via an islanded black start where the 
DNO Control Room/DNO RaaS Controller has confirmed the RaaS system is 
able to carry this out and sustain a suitably regulated island network]. 

 

 Resynchronise Network Island with the Grid (resynchronising) 

The resynchronising of the RaaS Islanded network to a healthy grid supply will be carried out by the 
BESS EMS using the primary substation transformer 11kV circuit breaker.  The DNO Control Room will 
be able to enable or disable the BESS EMS from automatically synchronising the RaaS BESS supported 
island to the grid via the DNO RaaS Controller.  The BESS EMS would be responsible for detecting a 
healthy grid has returned as part of the synchronising process.  Where the DNO Control Room has 
disabled automatic synchronising, the BESS EMS will request permission to synchronise from the DNO 
RaaS Controller.  The DNO RaaS Controller will then make a request to the DNO Control Room, via the 
DMS, to enable auto synchronising and when enabled, the DNO RaaS Controller will send an enable 
signal to the BESS EMS to allow it to synchronise the island network with the grid.  In this case the BESS 
EMS would again be responsible for detecting a healthy grid has returned as part of the synchronising 
process.  

Having been enabled to synchronise with the grid, the BESS EMS will monitor the voltage and 
frequency on both sides of the primary substation transformer 11kV circuit breaker (synchronising 
circuit breaker) and regulate island frequency and voltage until they are adequately aligned with the 
grid supply side of the synchronising circuit breaker (within the setting ranges of the check sync relay).  
The BESS EMS will then issue a control signal to close the 11kV synchronising circuit breaker.  On closing 
the synchronising circuit breaker the interlocking between the synchronising circuit breaker and the 
BESS transformer 11kV neutral earth contactor will open this contactor removing the RaaS BESS 
transformer neutral earth.  With the synchronising circuit breaker successfully closed the island 
network has been synchronised to the grid (normal operational mode) and a single 11kV earth is now 
provided by the primary transformer neutral earth.   

In addition to the DNO RaaS Controller allowing the DNO Control Room to enable or disable the BESS 
EMS to automatically synchronise, the DNO RaaS Controller will monitor the status of the 
synchronising process and when this is complete issue a status update to the DNO Control Room.  The 
DNO RaaS Controller will remove any delayed auto reclose (DAR) protection blocking applied during 
island mode operation and may also be required to restore some protection relays to the normal 
setting groups for grid supply operations e.g. 11kV feeder circuit standby earth fault (SBEF) protection 
(indicated as a possible option in the RaaS FEED Study report [2]).  Where network normal open point 
(NOP) circuit breakers were opened during a black start sequence by the DNO DMS, these will be 
restored to their pre-black start status where required by the DNO DMS. 

Noted that on resynchronising to the grid, the BESS EMS will remove the block to the RaaS BESS G99 
protection ensuring full G99 protection functionality is restored for grid supply conditions.  The DNO 
RaaS Controller will be notified by the BESS EMS of the RaaS BESS G99 protection blocking status and 
if the block has not been removed the DNO RaaS Controller will alert the BESS Control Centre and 
provide a status update to the DNO Control Room. 

The DNO RaaS Controller high-level requirements under the resynchronising transition process are: 



Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller Requirements & Use Case Specification 
 
 

200993 03C Page 21 of 66  13/05/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 

HLR. 12  At the command of the DNO Control Room, the DNO RaaS Controller will either issue 
an enable or disable automatic synchronising signal to the BESS EMS: 

HLR. 12.1 Where the BESS EMS does not have automatic synchronising enabled, the 
DNO RaaS Controller may receive a BESS EMS request to enable automatic 
synchronising at any time (e.g. on entering an island operating mode).  

HLR. 12.2 Where the DNO RaaS Controller receives a request from the BESS EMS to 
enable automatic synchronising, the DNO RaaS Controller will request this 
from the DNO Control Room via the DMS.  When the DNO Control Room 
provides the DNO RaaS Controller with an enable synchronising command, 
the DNO RaaS Controller will provide an enable signal to the BESS EMS. 

HLR. 12.3 The DNO RaaS Controller will raise a RaaS BESS readiness status change 
with the DNO Control Room when the RaaS BESS is approaching the SOCmin 

threshold (or maximum charge threshold) value indicating the RaaS BESS 
will shortly shutdown unless the island can be resynchronised to a healthy 
grid (RaaS BESS charge data provided by the BESS EMS). 

HLR. 13  The DNO RaaS Controller will monitor the status of the primary substation transformer 
11kV breaker and the primary substation 11kV voltage and frequency (data direct from 
the DNO RaaS Controller power quality meter (PQM) receiving CT and VT hardwired 
analogue values). 

HLR. 13.1 When the breaker status changes to closed and the primary substation 
11kV voltage and frequency remain within pre-defined stable limits for a 
programmable period of time e.g. 20 seconds, the DNO RaaS Controller will 
issue a status update to the DNO Control Room that synchronising is 
complete. 

HLR. 13.2 Record and store the date and time of this event indicating a transition to 
Grid plus RaaS BESS mode. 

HLR. 13.3 Receive the status of the RaaS BESS G99 protection blocking from the BESS 
EMS.  If the status indicates the G99 protection is blocked, then raise a 
status update to the DNO Control Room and an alert to the BESS Control 
Centre.  

HLR. 14  Having successfully synchronised with the Grid, restore any required protection to 
their normal grid supply operation settings. 

HLR. 15  Having successfully synchronised with the Grid, remove any DAR blocking applied 
during island operation or during an island black start process. 

HLR. 16  Check that the RaaS BESS transformer 11kV neutral earth contactor is now open 
(should open due to the interlocking with the primary substation transformer 11kV 
circuit breaker). 

HLR. 16.1 Where the RaaS BESS transformer 11kV neutral earth contactor remains 
closed, send a signal to trip the RaaS BESS 11kV circuit breaker (moves to 
Grid Only operational mode until the contactor issue can be resolved). Send 
an alert to DNO Control Room and BESS Control Centre that the RaaS 
system 11kV earth has failed to operate correctly. 
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 RaaS Black Starting of Island Network (black start) 

A black start transition to RaaS Islanded mode may be required if the RaaS BESS has been disconnected 
from the 33/11kV Primary Substation prior to or during a loss of grid situation.  On a loss of grid supply 
with no RaaS BESS support, any connected DER will trip out on their G59/G99 protection and the 11kV 
primary network and associated 33kV supply network will be blacked out (assuming no other supply 
routes from healthy parts of the network are sustaining a viable network).   

Where the DNO Control Room wish to black start the primary substation and associated 11kV network 
island, permission to commence this will be provided to the DNO RaaS Controller.  Prior to a blackout 
condition the DNO RaaS Controller will be aware of the RaaS BESS readiness (Stage 0) which will inform 
the DNO Control Room.  The RaaS system then goes through a number of stages to black start the 11kV 
network island once permission is received from the DNO RaaS Controller (authorised or pre-
authorised by the DNO Control Room). 

There are some conditions where the black start of the primary substation 11kV island should not be 
automatically permitted by the DNO RaaS Controller or the black start process requires to be modified.  
This could include situations where, prior to a blackout, 11kV network Normal Open Points (NOPs) 
have been moved to allow a back feed into the 11kV island network, or if someone is working at the 
primary substation or on the associated network.  The DNO Control Room will be fully aware of these 
conditions and will disable automatic black starting where these conditions exist. 

During the black start process, there is a requirement to reconfigure the blacked out 11kV system 
ready to be energised by the RaaS BESS.  This process will ensure all primary substation feeder, NOPs 
and required PMCBs are opened.  Once the primary substation 11kV switchboard is energised a 
programmed sequence of feeder and PMCB closures will be carried out to restore customer supplies.  
Both the programmed sequence of circuit breaker open operations to reconfigure the 11kV network 
prior to energisation, and sequence of circuit breaker close operations during customer supply 
restoration are to be programmed into and carried out by the DNO DMS (to be specified & 
implemented by SSEN).  The DNO RaaS Controller will initiate both of these switching sequences and 
receive a DNO DMS status indication when each switching sequence is complete. 

 

Stage 0 Pre Black-Start Readiness 

During the various modes of primary substation operation, (Grid plus RaaS BESS, Grid only, RaaS 
Islanded mode), the DNO RaaS Controller will monitor the RaaS BESS readiness to support an island 
black start.  This includes whether the RaaS BESS is connected to the 33/11kV Primary Substation and 
operating, and the forecast island mode run time status of the RaaS BESS.  These requirements are 
covered in section 3.3, requirements HLR. 1 and HLR. 2 . 

HLR. 17  The DNO RaaS Controller will also monitor for conditions that indicate a transition into 
a 33/11kV Primary Substation blackout condition.  This could occur when the RaaS 
BESS is out of service and there is a loss of grid supply to the primary substation, or the 
RaaS BESS trips out during island mode operations.     

HLR. 17.1 Where the DNO Control Room has issued a black start enable command, 
the DNO Controller can commence a black start sequence. 

HLR. 17.2 Where the DNO Control Room has issued a black start disable command, 
the DNO Controller will not commence a black start sequence until a black 
start enable command is received from the DNO Control Room. 
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Stage 1 Configure the 11kV Island Network. 

The DNO RaaS Controller will check that the primary substation transformer 11kV circuit breaker is 
open7 (via the interlocking this will close the RaaS BESS transformer 11kV neutral earth contactor) and 
that the RaaS BESS is ready (see Stage 0) to be connected to the primary substation 11kV switchboard.  
The DNO RaaS Controller will then issue a command to the DNO DMS to reconfigure the 11kV circuit 
breakers at the primary substation (open the feeder circuit breakers) and the required PMCBs8.  This 
will establish the network ready to be energised by the RaaS BESS (Stage 2) and then commence 
switching in feeder sections to restore customer supplies (Stage 3) while avoiding any issues associated 
with transformer inrush or excessive block demand (required restoration switching sequence for the 
RaaS trial is outlined in the FEED Study report[2]). 

During Stage 1 the DNO RaaS Controller will also block any required 11kV DAR at the PMBCs and switch 
to island mode protection settings on any relays that require this e.g. feeder circuit standby earth fault 
(SBEF). 

The DNO RaaS Controller high-level requirements under black start stage 1 mode are: 

HLR. 18  On receipt of a black start enable command from the DNO Control Room, check the 
status of the primary substation 11kV transformer circuit breaker and the voltage 
measurement on the primary substation 11kV busbars. 

HLR. 18.1 If the transformer 11kV circuit breaker is closed, disable automatic black 
starting then send a status update to the DNO Control Room and alert to 
the BESS Control Centre that the RaaS system has failed to operate 
correctly and that automatic black starting has been disabled.  The black 
start will not commence until the DNO Control Room enables automatic 
black starting. 

HLR. 18.2 If the primary substation 11kV busbar voltage measurement is not below a 
programmable threshold for a programmed period, disable automatic 
black starting and send a status update to the DNO Control Room and alert 
to the BESS Control Centre that there is voltage remaining on the 11kV 
network and that the automatic black starting has been disabled.  The black 
start will not commence until the DNO Control Room enables automatic 
black starting. 

HLR. 19  Issue a command to the DNO DMS to commence reconfiguration of the unenergized 
33/11kV Primary Substation and network.   

HLR. 19.1 Receive a status update from the DNO DMS that the required switching 
sequence is complete. 

HLR. 19.2  Confirm that the feeder and RaaS BESS 11kV circuit breakers are open. 

HLR. 20  Send a blocking signal to any required PMCB DAR. 

HLR. 21  Send a signal to switch any required protection relays to their alternate island mode 
setting group. 

 
7 Under a black out condition, it is taken that the primary substation transformer 11kV circuit breaker will have been opened 

by the RaaS BESS G99 protection or some other protection device.  If this not the case, there has been a RaaS system failure 
and the DNO RaaS Controller will disable an automatic island black start .   
8 SSEN will ensure the DNO DMS is programmed to carry out the required sequence of switching to reconfigure the network. 
The DNO DMS will carry out the switching sequence and check that this is complete before sending a completion status signal 
to the DNO RaaS Controller which will allow progressing to the next black start step. 
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Blocking the PMCB DAR is taken to be carried out via the DNO SCADA system.  Alternative, 
communication routes could be used where more suitable. 

 

Stage 2 Connect the RaaS BESS to energise the Primary Substation 11kV Switchboard. 

Having configured the 11kV network, the DNO RaaS Controller will request that the BESS EMS connects 
the RaaS BESS to the primary substation 11kV switchboard.  Prior to connecting to the 11kV 
switchboard, the BESS EMS will require to block the RaaS BESS G99 protection.  On closing the 11kV 
BESS transformer circuit breaker the 11kV system neutral earth connection will be established and the 
primary substation 11kV switchboard will be energised. 

The DNO RaaS Controller high-level requirements under black start stage 2 mode are: 

HLR. 22  Issue a signal to the BESS EMS to connect to and energise the primary substation 11kV 
switchboard. 

HLR. 23  Check that the primary substation 11kV switchboard has stable voltage and frequency 
within programmed limits for a pre-programmed period. 

HLR. 23.1 If the voltage and frequency are not within the programmed limits, issue a 
status update to the DNO Control Room and alert the BESS Control Centre 
and halt the black start sequence until a stable voltage and frequency is 
detected for the pre-programmed period.  If stable voltage and frequency 
is not achieved, trip the RaaS BESS 11kV circuit breaker. [Note at this point 
the DNO Control Room and BESS Control Centre may need to resolve the 
issue and restart stage 2 of the sequence or abandon the BESS black start 
and restore the network supplies via the DNO DMS (with comms via the 
SCADA system) when a healthy 33kV grid supply returns.  This would 
include restoring protection setting groups, removing DAR blocks and 
closing circuit breakers.]  

 

Stage 3 Restore 11kV Circuit Section Supplies and Connected Customer Supplies. 

With stable 11kV voltage and frequency on the primary substation 11kV switchboard the DNO RaaS 
Controller initiates the DNO DMS to commence a sequence of switching in feeder sections to restore 
customer supplies.  The required restoration switching sequence outlined in the FEED Study report[2] 
starts at the primary substation 11kV feeder breakers and continues with the PMCBs in a prescribed 
order to manage transformer inrush.  The circuit breaker closing sequence will be programmed by 
SSEN in the DNO DMS which will provide the DNO RaaS Controller with a status update when this 
supply restoration switching sequence is complete. 

The DNO RaaS Controller high-level requirements under black start stage 3 mode are: 

HLR. 24  Issue a command to the DNO DMS to commence the circuit breaker switching 
sequence to restore network sections and customer supplies in the required sequence, 
starting with the primary substation feeder circuit breakers.   

HLR. 24.1 Prior to each successive circuit breaker closing operation, check that the 
primary substation 11kV switchboard has stable voltage and frequency 
within preconfigured limits for a preconfigured period. 

HLR. 24.2 If the voltage and frequency are not within the preconfigured limits after 
the preconfigured period of time, issue a command to the DNO DMS to halt 
the programmed switching sequence.  Issue a status update to the DNO 
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Control Room and alert the BESS Control Centre.  The black start sequence 
is held until a stable voltage and frequency is detected for the pre-
programmed period before issuing a command to the DNO DMS to 
continue the programmed switching sequence.  [Note at this point the DNO 
Control Room and BESS Control Centre may need to resolve the issue and 
restart the stage 3 sequence or adopt an alternative DNO Control Room 
solution. This could include abandoning specific network restoration steps 
and moving to a DNO Control Room initiated restoration sequence via the 
DNO DMS (with comms via the SCADA system) to restore as much of the 
island network as possible.]  

HLR. 24.3 Where any voltage or frequency instability measurements are outside of a 
second set of wider preconfigured limits, the DNO RaaS Controller will shut 
down the island network (open the RaaS BESS 11kV Circuit breaker) to 
protect DNO and customer equipment.  If the DNO Control Room decides 
to retry islanded black start, this would commence again at stage 1. 

HLR. 24.4 Having received a status update from the DNO DMS that the supply 
restoration switching sequence is complete and checked that that the 
primary substation 11kV switchboard has stable voltage and frequency 
within preconfigured limits for a preconfigured period, the DNO RaaS 
Controller will issue a status update to the DNO Control Room indicating 
the switching sequence has been successfully completed where this is the 
case. 

 

Stage 4 Maintain Stable Island Conditions. 

Throughout stages 2 to 4 the BESS EMS will control the RaaS BESS import/export of real and reactive 
power to provide suitable regulation of the island network frequency and voltage. 

The DNO RaaS Controller high-level requirements under black start stage 4 are covered by HLR. 9 to 
HLR. 11 in section 3.4. 

 

Stage 5 Synchronise to a healthy Grid Supply. 

These requirements are covered in section 3.5. 

 

Stage 6 Black Start Island Conditions Completed. 

These requirements are covered in section 3.5 

 

 Grid Only Operation (RaaS BESS not available) 

Grid Only operation will occur when the RaaS BESS is not available to support the 33/11kV Primary 
Substation.  This may be a planned outage of the RaaS BESS (e.g. disconnected for maintenance) or 
unplanned (e.g. tripped out due to a fault).  During this period, the DNO RaaS Controller requires to be 
aware that the RaaS BESS is not available.  The RaaS BESS 11kV circuit breaker status will provide an 
indication that the RaaS BESS is not available (circuit breaker open).  It is noted however, that with the 
11kV circuit breaker closed, the RaaS BESS may still not be available.  The DNO RaaS Controller will 
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monitor the BESS EMS for the RaaS BESS availability status (where status is to be provided by the BESS 
EMS).   

The BESS EMS will monitor the primary substation 11kV frequency and voltage in real time to confirm 
there is a stable grid supply.  When the RaaS BESS is ready to support the 33/11kV Primary Substation, 
the BESS EMS will ensure there is a stable 11kV grid and then synchronise with the primary substation.  
The BESS EMS will update the RaaS BESS status as being synchronised with the grid and available for 
RaaS support services.  The DNO RaaS Controller will update the RaaS BESS availability status which 
will be updated at the DNO Control Room. 

 

HLR. 25  The DNO RaaS Controller monitors the BESS EMS for the RaaS BESS availability status 
and the status of the RaaS BESS 11kV circuit breaker. 

HLR. 25.1 The DNO RaaS Controller will issue an update of the RaaS BESS availability 
status to the DNO Control Room when a change is detected. 

 

 Other General Requirements 

For the trial, the DNO RaaS Controller should cover other general requirements including: 

• In addition to storing the times when RaaS support starts and stops (RaaS Islanded mode, 
black start mode, Grid plus RaaS BESS mode), the DNO RaaS Controller should store other 
monitored operational data, such as RaaS BESS real and reactive power import/export, for 
future analytics.  

 

HLR. 26  The DNO RaaS Controller will store other monitored operational data, such as RaaS 
BESS real and reactive power import/export for future analytics. 

 



Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller Requirements & Use Case Specification 
 
 

200993 03C Page 27 of 66  13/05/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 

4. DNO RAAS CONTROLLER USE CASES 

Section 3 has set out the RaaS system operation under the following modes of operation including the 
DNO RaaS Controller high-level functional requirements in each operational mode: 

1. Grid Only mode - normal grid operation with the RaaS BESS unavailable. 

2. Grid plus RaaS BESS mode - normal grid operation with the RaaS BESS operating in parallel and 
monitoring to respond to a RaaS event, whilst also charging or potentially providing services 
to other flexibility market, and with Local DER operating/exporting to grid as normal. 

3. RaaS Islanded mode - islanded network operation with supply to customers provided by the 
RaaS BESS together with any available Local DER. 

and each transition process: 

1. Transition from Grid plus RaaS BESS mode to RaaS Islanded mode due to a grid supply failure 
(unplanned transition). 

2. Transition from Grid plus RaaS BESS mode to RaaS Islanded mode due to a planned grid supply 
disconnection (planned transition). 

3. Transition from RaaS Islanded mode to Grid plus RaaS BESS mode (resynchronising) 

4. Loss of grid with system blackout, followed by Black Start into RaaS Islanded mode 

5. Transition from Grid Only mode to Grid plus RaaS BESS mode. 

This section of the reports builds on the description of the RaaS system operation and DNO RaaS 
Controller high-level requirements to develop eleven specific DNO RaaS Controller Use Cases that 
assist the development of the more detailed functional and non-functional requirements set out in 
sections 5 and 6 respectively. 

 

 Use Case Flow Diagrams 

The Use Cases have been illustrated through Use Case flow diagrams which build on the operational 
modes listed above. 

• Use Case Flow Diagram 1 illustrates Grid plus RaaS BESS operating in parallel (normal 
operation) transitioning and operating in RaaS Islanded operation (active islanding).  

• Use Case Flow Diagram 2 illustrates islanded black start and the transition from RaaS Islanded 
operation to Grid plus RaaS BESS (resynchronising). 

The Use Case Flow Diagrams are provided below, and the DNO RaaS Controller Use Cases are detailed 
in the following sub-sections. 
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Figure 3 Grid plus RaaS BESS Operation to RaaS Islanded Operation Transition Use Case Flow Diagram
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Figure 4 Black Start/Resynchronising Mode Use Case Flow Diagram 
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 Use Case 1 RaaS BESS Readiness Status 

The DNO RaaS Controller will monitor the readiness of the RaaS BESS to provide RaaS support to the 
11kV network.  The DNO RaaS Controller will monitor the RaaS BESS charge status and forecast the 
RaaS BESS island mode run time over the next 4 hours during all modes of network operation. The 
DNO RaaS Controller will also receive the RaaS BESS 11kV circuit breaker status and out of service 
signals from the BESS EMS.  The DNO RaaS Controller will send a status update to the DNO Control 
Room and an alert to the BESS Control Centre when: 

• The RaaS BESS drops below a defined minimum readiness (charge level or forecast run time) 
to provide RaaS services. 

UC-1 RaaS BESS Readiness Status 

Primary Actor(s) DNO RaaS Controller, BESS EMS 

Secondary 

Actor(s) 
DNO Control Room, BESS Control Centre, 33/11kV Primary Substation, RaaS BESS 

Stakeholders and 

Interest  
 

Trigger  Continuous all modes of operation 

Pre-conditions 

The BESS EMS provides all the necessary charge status measurements and out of service signals. The 

DNO RaaS Controller is monitoring the RaaS BESS 11kV circuit breaker and signals from the BESS EMS.  

The DNO RaaS Controller forecasts island mode run times based on the BESS EMS charge status and 

power flow measurements through the primary substation transformer 11kV circuit breaker(s) 

(providing island network demand).   

Post-conditions  

The DNO RaaS Controller sends status updates to the DNO Control Room and alerts to the BESS Control 

Centre where there is an out of set limit condition of the RaaS BESS charge or the RaaS BESS is out of 

service. 

Main Success 

Scenario  

1. Monitor the Charge Status of RaaS BESS through the BESS EMS and forecast the island mode 
run time for the next 4 hours based on the measured island network demand remaining 
constant. 

2. The RaaS BESS run time forecast is to be updated on the DNO Control Room DMS and updates 
sent to the BESS EMS if required. 

3. The DNO RaaS Controller sends status updates to DNO Control Room and alerts to the BESS 
Control Centre where the level of BESS charge or forecast run time is below the defined 
minimum limit. 

4. The DNO RaaS Controller monitors the connection status of RaaS BESS, via the RaaS BESS 
11kV circuit breaker, and send a status update to the DNO Control Room and an alert to the 
BESS Control Centre where the RaaS BESS is out of service. 
 

Extensions   

Priority   

Special 

Requirements  
 

Open Questions   
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• The RaaS BESS appears to be out of service, 11kV BESS circuit breaker is open, or an out of 
service signal is received from the BESS EMS. 

 

 Use Case 2 Grid plus RaaS BESS 11kV Blackout Condition Monitoring 

During the operation of normal Grid plus RaaS BESS mode, the DNO RaaS Controller will monitor for 
blackout conditions and will be able to alert the DNO Control Room should an 11kV blackout occur. 
The DNO RaaS Controller will be able to monitor the primary substation 11kV voltage and frequency 
(data direct from DNO RaaS Controller power quality meter (PQM) receiving CT and VT hardwired 
analogue values), primary substation transformer 11kV circuit breaker status and associated power 
flows and also the power flow via the RaaS BESS 11kV circuit breaker.  

If the primary substation 11kV voltage and frequency drop below programable thresholds for a 
programable period, and the primary substation transformer 11kV circuit breaker is open, then an 
11kV blackout condition exists.  If the voltage and frequency drop below programable thresholds for a 
programable period, and the primary substation transformer 11kV circuit breaker is closed, this will 
also indicate an 11kV blackout condition exists.  Checking that the RaaS BESS power flow is also below 
a programable thresholds for a programable period will confirm this is the case.   

Also note that if a black out exists and the primary transformer 11kV circuit breaker remains closed, 
the RaaS BESS loss-of-mains (LOM) protection has failed to operate correctly, therefore the RaaS 
system has failed to operate correctly. 

Communication 

Requirements  

Communications between the DNO RaaS Controller and the 33/11kV Primary Substation, BESS EMS, 

DNO Control Room and BESS Control Centre will have sufficient speed to adequately raise alerts with 

the DNO Control Room and RaaS BESS Control Centre. 

Measurement 

Requirements 
RaaS BESS Charge level measurements to be provided by the BESS EMS. 

Interfaces  

UC-2 Grid plus RaaS BESS 11kV Blackout Condition Monitoring 

Primary Actor(s) DNO RaaS Controller 

Secondary Actor(s) DNO Control Room, BESS Control Centre, 33/11kV Primary Substation 

Stakeholders and 

Interest  
 

Trigger  Continuous during Grid plus RaaS BESS and Grid Only Operation 

Pre-conditions 

DNO RaaS Controller is monitoring the primary substation 11kV voltage and frequency, the primary 

substation transformer 11kV circuit breaker status and power flow, and the RaaS BESS 11kV circuit 

breaker power flow. 

Post-conditions  
The DNO RaaS Controller detects a blackout condition and issues alerts to DNO Control Room and 

BESS Control Centre. 

Main Success 

Scenario  

1. Detected that the primary substation 11kV voltage and frequency drop below programable 

thresholds for a programable period. 

2. Where the primary substation transformer 11kV circuit breaker is open a blackout condition 
alert is issued to the DNO Control Room and BESS Control Centre. 
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 Use Case 3 Grid plus BESS Transition to RaaS Islanded Operation - 
Monitoring 

During normal Grid plus RaaS BESS parallel operation, the DNO Control Room needs a status update 
on a transition to an 11kV island network operation.  This will allow the DNO Control Room to take any 
appropriate actions such as authorising the DNO RaaS Controller to automatically allow the BESS EMS 
to synchronise with the grid when requested.  

In Use Case 3 the DNO RaaS Controller will monitor the status of the primary substation transformer 
11kV circuit breaker and the 11kV substation voltage.  If the circuit breaker status changes to open and 
the substation retains an 11kV voltage, the DNO RaaS Controller will send a status update to the DNO 
Control Room that the 33/11kV Primary Substation has transitioned into island mode operation.   The 
DNO RaaS Controller will also record and store the date and time of this event indicating a transition 
to island mode.  This data may be required for RaaS service settlement. 

Note that if the 11kV network normal open points (NOPs) are closed or there are Persons at Work at 
the primary substation, the DNO Control Room will have issued a disable command to the BESS EMS 
via the DNO RaaS Controller to block the BESS EMS from transitioning from Grid plus RaaS BESS 
operation to RaaS Islanded mode.  This will put the 11kV network into a blackout condition if a 33kV 
network failure has occurred. 

 

 

3. Where the primary substation transformer 11kV circuit breaker is closed and the power 
flow via the BESS 11kV circuit breaker is a below programable threshold for a programable 
period, a blackout condition alert is issued to the DNO Control Room and BESS Control 
Centre. 

4. Where the primary substation transformer 11kV circuit breaker is closed and there is power 
flow via the BESS 11kV circuit breaker an alert is issued to the DNO Control Room that a 
possible blackout condition exists but cannot be confirmed (allows the DNO Control Room 
to investigate further). 
 

Extensions  

At step 2 if the circuit breaker is closed, the RaaS system has failed to operate correctly and DNO 

RaaS Controller will disable automatic black starting and raise a system failure status on the DNO 

DMS and alert the BESS Control Centre. 

Priority   

Special 

Requirements  
 

Open Questions   

Communication 

Requirements  

Communications between the DNO RaaS Controller and the 33/11kV Primary Substation, BESS EMS, 

DNO Control Room and BESS Control Centre will have sufficient speed to adequately raise alerts with 

the DNO and RaaS BESS Control Centre. 

Measurement 

Requirements 

Primary substation 11kV voltage and frequency real time measurements and RaaS BESS 11kV circuit 

breaker real time power flow measurements (directly from DNO RaaS Controller power quality meter 

(PQM) receiving CT and VT hardwired analogue values).  . 

Interfaces  
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UC-3 Grid plus RaaS BESS Transition to RaaS Islanded Operation - Monitoring 

Primary Actor(s) DNO RaaS Controller, 33/11kV Primary Substation 

Secondary Actor(s) DNO Control Room, DNO DMS 

Stakeholders and 
Interest  

 

Trigger  Continuous during Grid plus RaaS BESS Operation 

Pre-conditions 
• RaaS BESS is operating in parallel with the 11kV grid supply. 

• The DNO Control Room has enabled the BESS EMS for Grid plus RaaS BESS to RaaS Islanded 
transition. 

Post-conditions  
The DNO Control Room has been updated that the 33/11kV Primary Substation has transitioned to 
RaaS Islanded operation or a blackout status.  

Main Success 
Scenario  

DNO Control Room has enabled the BESS EMS for Grid plus RaaS BESS to RaaS Islanded transition. 

1. The DNO RaaS Controller has detected that the primary substation transformer 11kV 
circuit breaker status has changed to open, and that the primary substation retains an 
11kV voltage. 

2. The DNO RaaS Controller updates the DNO Control Room that the 33/11kV Primary 
Substation has transitioned to a RaaS Islanded mode. 

3. The DNO RaaS Controller records and stores the date and time of this event indicating a 
transition to island mode. 

 DNO Control Room has disabled the BESS EMS for Grid plus RaaS BESS, to RaaS Islanded 
transition. 

4. The DNO RaaS Controller has detected that the primary substation transformer 11kV 
circuit breaker status has changed to open, and that the primary substation retains an 
11kV voltage. 
[The BESS EMS shuts down the RaaS BESS on LOM detection to prevent island mode 
operations.] 

5. The DNO RaaS Controller updates the DNO Control Room that the 33/11kV Primary 
Substation has moved to a blackout condition. 

6. The DNO RaaS Controller records and store the date and time of this event indicating a 
transition to a blackout condition. 

 

Extensions   

Priority   

Special 
Requirements  

 

Open Questions   

Communication 
Requirements  
 

Communications between the DNO RaaS Controller and the 33/11kV Primary Substation and DNO 
Control Room will have sufficient speed to adequately raise status changes to the DNO RaaS 
Controller and to the DNO Control Room. 

Measurement 
Requirements 

Primary substation 11kV voltage real time measurements (directly from DNO RaaS Controller power 
quality meter (PQM) receiving CT and VT hardwired analogue values).   

Interfaces  
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 Use Case 4 Grid plus RaaS BESS Primary Substation Transformer 
Thermal and 11kV Voltage Out of Limits Monitoring 

During normal Grid plus RaaS BESS parallel operation the DNO RaaS Controller will monitor the power 
flows through the 33/11kV Primary Substation transformer(s) and the primary substation 11kV voltage 
and raise a status indicator/alert where the BESS EMS is not managing the RaaS BESS import/export of 
real and reactive power to maintain the primary substation within thermal and 11kV voltage limits.  It 
is taken here that the risk of the BESS EMS failing to manage the RaaS BESS import/export within 
primary substation thermal and voltage limits is very low.  However, once an alert has been raised with 
the BESS Control Centre, if the BESS EMS does not alter the RaaS BESS import/export to remove the 
thermal/voltage violation within a configured period of time (provided by SSEN), the DNO RaaS 
Controller will take a control action to trip the RaaS BESS. 

The DNO RaaS Controller will send a status indicator to DNO Control Room and an alert to the BESS 
Control Centre when: 

• Power flows through the 33/11kV Primary Substation transformer(s) exceed set limits or the 
primary substation 11kV voltage set limits are exceeded. 

• The DNO RaaS Controller trips the RaaS BESS 11kV circuit breaker. 

The violation threshold and time limits can be defined by the DNO and pre-configured. 

UC-4 
Grid plus RaaS BESS Primary Substation Transformer Thermal and 11kV Out of 

Limits Monitoring 

Primary Actor(s) DNO RaaS Controller, 33/11kV Primary Substation, BESS Control Centre 

Secondary Actor(s) DNO Control Room, BESS EMS 

Stakeholders and 
Interest  

 

Trigger  Continuous during Grid plus RaaS BESS Operation 

Pre-conditions Primary substation is operating within the defined and pre-configured voltage and thermal limits.  

Post-conditions  
A violation of a pre-configured voltage or thermal limit is detected, and an alert is raised with the BESS 
Control Centre.  If after a programmed time the BESS EMS has not removed the limit violation, the 
RaaS BESS will be disconnected from the primary substation. 

Main Success 
Scenario  

1. The DNO RaaS Controller detects that the primary substation 11kV voltage has been outside 
of defined limits for a configured period of time (time to allow BESS EMS to adjust the 11kV 
voltage).  The DNO RaaS Controller issues an alert to BESS Control Centre with a status 
update issued to the DNO Control Room. 

2. If after a further configured period, the BESS EMS has not removed the limit violation, the 
RaaS BESS will be disconnected from the primary substation.   

3. The DNO RaaS Controller detects that the primary substation transformer 11kV circuit 
breaker power flow has been outside of defined limits for a configured period of time (time 
to allow BESS EMS to adjust the power flow).  The DNO RaaS Controller issues an alert to the 
BESS Control Centre with a status update issued to the DNO Control Room. 

4. If after a further configured period, the BESS EMS has not removed the limit violation, the 
RaaS BESS will be disconnected from the primary substation. 

Extensions   

Priority   
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 Use Case 5 Island Condition 11kV Earth Check, Protection Setting 
Switching and DAR Blocking 

On transitioning to a RaaS Islanded mode or a blackout condition where the RaaS BESS will be used to 
black start the 11kV island network, the DNO RaaS Controller will first check that the RaaS BESS 
transformer 11kV neutral earth contactor is closed.  Where not closed (should be closed when the 
primary substation transformer 11kV circuit breaker is opened by the BESS EMS due to the 
interlocking) the DNO RaaS Controller will trip the RaaS BESS 11kV circuit breaker to prevent unearthed 
11kV operations.  This will result in an 11kV network blackout condition where an automated black 
start will be disabled until the DNO Control Room enable black starting (the reason for the primary 
substation transformer 11kV circuit breaker/ RaaS BESS transformer neutral earth contactor interlock 
failure would require to be identified and resolved before enabling a black start).   

Where the RaaS BESS transformer 11kV neutral earth contactor is confirmed as closed, there may then 
be a requirement to block any 11kV network delayed auto reclose (DAR) systems and switch some 
protection relays from grid supply group settings to island mode group settings (due to fault level 
changes)9.   

On detecting that there has been a transition to RaaS Islanded operation and there is an 11kV earth 
established the DNO RaaS Controller will issue signals to switch any required protection relays to their 
alternate island mode group settings and to block any required DAR.  Signalling could be via the DNO 
SCADA system or where protection devices are more local via a more direct communication route.  For 
the Drynoch substation RaaS trial, blocking of the DAR will be via the DNO SCADA system while 
switching of the substation 11kV feeder protection if required will be via a direct communication route 
as the DNO RaaS Controller is to be deployed within the substation. 

 
9 For the Drynoch substation RaaS trial, the FEED Study report indicates that there may be a requirement to switch new 

sensitive stand by earth fault protection on the Primary 11kV substation feeders to a more sensitive setting during island 
mode conditions to maintain adequate network protection.  The need to block DAR is also indicated for black starting the 
11kV island network. 

Special 
Requirements  

 

Open Questions   

Communication 
Requirements  
 

Communications between the DNO RaaS Controller and the 33/11kV Primary Substation, DNO Control 
Room and BESS Control Centre will have sufficient speed to adequately raise alerts with the DNO 
Control Room and RaaS BESS Control Centre. 

Measurement 
Requirements 

Primary substation real time 11kV voltage and transformer 11kV circuit breaker power flow (directly 
from the DNO RaaS Controller power quality meter (PQM) receiving CT and VT hardwired analogue 
values).   

Interfaces  

UC-5 
Island Condition 11kV Earth Check, Protection Setting Switching and DAR 

Blocking 

Primary Actor(s) DNO RaaS Controller, 33/11kV Primary Substation, DNO SCADA, Non-local 11kV Network 

Secondary 
Actor(s) 
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Stakeholders and 
Interest  

 

Trigger  
Transition to island mode operation detected. 

Blackout condition where the DNO Control Room enables a BESS supported island black start. 

Pre-conditions 

• Protection relays requiring protection setting changes for island operation are programmed 
into the DNO RaaS Controller, protection devices are capable of remote protection group 
switching and communication routes are functioning. 

• DAR requiring blocking for island operation or black start are programmed into the DNO RaaS 
Controller, DAR protection devices are capable of remote blocking and communication 
routes are functioning. 

Post-conditions  

• 11kV earthed confirmed as established. 

• Protection relays requiring protection setting changes for island operation have been 
switched to island mode settings. 

• DAR requiring blocking for island operation or black start have been blocked. 

Main Success 
Scenario  

1. Check the RaaS BESS transformer 11kV contactor is closed.  If contactor is closed continue 
with steps 2 and 3.  

2. Issue a control signal to all required protection devices to switch to the alternate island mode 
operation group settings.  Receive confirmation that the group setting status has been 
switched. 

3. Issue a control signal to all DAR that require to be blocked.  Receive confirmation that the 
DAR have been blocked. 

4. If at step 1, the RaaS BESS transformer 11kV contactor is not closed, then if in a RaaS Islanded 
mode, trip the RaaS BESS 11kV circuit breaker or if in an 11kV network blackout condition, 
disable islanded black start operations. 

5. Issue an alert to DNO Control Room and BESS Control Centre that the RaaS system 11kV earth 
has failed and a black out condition now exists. 

Extensions   

Priority   

Special 
Requirements  

 

Open Questions   

Communication 
Requirements  
 

Communications between the DNO RaaS Controller and the 33/11kV Primary Substation (required 
protection relays) and DNO SCADA (to required DAR devices).  These do not require to be high speed 
or high band-with communication routes.  Status update of RaaS BESS transformer 11kV neutral earth 
contactor position is required by the DNO RaaS Controller rapidly (sub 100ms), a hardwired link is 
proposed. 

Measurement 
Requirements 

RaaS BESS transformer 11kV neutral earth contactor status – direct measurement. 

Interfaces  
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 Use Case 6 Island Condition Primary 11kV Substation Frequency and 
Voltage Stability Monitoring 

During BESS supported island mode operations, the DNO RaaS Controller will monitor that the island 
network is being correctly regulated by the BESS EMS and take actions to protect DNO and Customer 
equipment where this is not the case by shutting down island operations.  This will result in an 11kV 
network blackout condition where the DNO Control Room will decide how to proceed.   

UC-6 
Island Condition Primary 11kV Substation Frequency and Voltage stability 

Monitoring 

Primary Actor(s) DNO RaaS Controller, BESS EMS, 33/11kV Primary Substation 

Secondary Actor(s) DNO Control Room, BESS Control Centre 

Stakeholders and 
Interest  

 

Trigger  Continuous during RaaS Islanded operation 

Pre-conditions BESS EMS is managing 11kV island network voltage and frequency and regulating within defined limits. 

Post-conditions  
DNO RaaS Controller has identified that the BESS EMS is failing to adequately regulate and informs 
BESS Control Centre or disconnects the RaaS BESS. 

Main Success 
Scenario  

1. Monitor the island network frequency and where the system frequency is outside first stage 
upper or lower limits for a defined period of time, issue an alert to the BESS Control Centre 
(limits and times to be programmable and agreed with the DNO).   

2. At step 1 where the system frequency is outside second stage upper or lower limits for a 
defined period of time, (limits and times to be programmable and agreed with the DNO) trip 
the RaaS BESS transformer 11kV circuit breaker.   

3. Monitor the primary substation 11kV voltage and where the voltage is outside first stage 
upper or lower limits for a defined period of time, issue an alert to the BESS Control Centre 
(limits and times to be programmable and agreed with the DNO).   

4. At step 1 where the voltage is outside second stage upper or lower limits for a defined period 
of time, (limits and times to be programmable and agreed with the DNO) trip the RaaS BESS 
transformer 11kV circuit breaker.   

5. When tripping the RaaS BESS transformer 11kV circuit breaker provide a status change to 
the DNO Control Room and an alert to the BESS Control Centre of the intervention and the 
reason for this (voltage or frequency stability out of limits shut down of the island). 

Extensions   

Priority   

Special 
Requirements  

 

Open Questions   

Communication 
Requirements  
 

Communications between the DNO RaaS Controller and the 33/11kV Primary Substation, BESS EMS, 
DNO Control Room and BESS Control Centre will have sufficient speed to adequately take control 
action to shut down the island network supply to protect DNO and customer equipment and raise 
alerts with the DNO Control Room and RaaS BESS Control Centre. 

Measurement 
Requirements 

Primary substation 11kV voltage and frequency real time measurements (directly from the DNO RaaS 
Controller power quality meter (PQM) receiving CT and VT hardwired analogue values). 

Interfaces  
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 Use Case 7 Blackout, Reconfiguration of Island Network Ready for 
Black Starting 

Having identified that a blackout condition exists on the RaaS BESS supported 11kV network and 
alerted the DNO Control Room, the DNO Control Room Engineer will decide if a BESS supported island 
black start is required and provide a starting command to the DNO RaaS Controller to proceed.  Note 
that the DNO RaaS Controller will make the RaaS BESS charge level-based island run time forecast 
available to the DNO Control Room as part of the decision process to commence with a RaaS BESS 
supported island black start.  Alternatively, the DNO Control Room can enable the DNO RaaS Controller 
into an automated mode where it will commence with a black start automatically having carried out 
some status checks. 

On moving to a blackout condition the RaaS BESS will not be connected to the 33/11kV Primary 
Substation.  The BESS EMS will have opened the primary substation transformer 11kV circuit breaker 
which through interlocking will have closed the RaaS BESS transformer neutral earth contactor such 
that on closing the RaaS BESS 11kV circuit breaker the 11kV system will be provided with an 11kV 
earth. 

Prior to a black start requirement, the DNO Control Room or the DNO RaaS Controller may have 
disabled DNO RaaS Controller automatic black starting for a number of safety reasons including: 

• Personnel working at the primary substation or 11kV network, when the DNO Control Room 
will disable automatic black starting.     

• The status of the primary substation transformer 11kV circuit breaker.  Where still closed the 
DNO RaaS Controller will disable automatic black starting.   

• Where the primary substation 11kV busbar voltage measurement is above a programmable 
threshold for a programmed period, the DNO RaaS Controller will disable automatic black 
starting. 

• The status of the NOPs.  Where any of these are closed, the DNO Control Room will disable 
automatic black starting. 

With an unenergized 33/11kV Primary Substation and automatic black starting enabled, the DNO RaaS 
Controller will proceed to initiate the DNO DMS to reconfigure the 33/11kV Primary Substation and 
11kV network through a pre-programmed sequence of circuit breaker switching (SSEN responsible for 
programming the DNO DMS switching sequence) ready for the reenergisation switching procedure to 
be initiated by the DNO RaaS Controller (supply restoration circuit breaker switching sequence will be 
programmed in, and carried out by the DNO DMS). 

UC-7 Blackout, Reconfiguration of Island Network Ready for Black Starting 

Primary Actor(s) 
DNO RaaS Controller, DNO Control Room, 33/11kV Primary Substation, Non-Local 11kV Network, DNO 
DMS 

Secondary Actor(s) BESS EMS, RaaS BESS 

Stakeholders and 
Interest  

 

Trigger  
Receipt of a black start initiation signal from the DNO Control Room or blackout condition detected by 
the DNO RaaS Controller where it has been enabled to auto black start mode by the DNO Control 
Room. 
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 Use Case 8 Blackout, Energise Reconfigured Primary Substation 11kV 
Switchboard 

Having reconfigured the de-energised 33/11kV Primary Substation and non-local 11kV network, the 
DNO RaaS Controller will send a signal to the BESS EMS requesting it to connect to the 33/11kV Primary 
Substation and energise the 11kV switchboard.  On closing the RaaS BESS 11kV circuit breaker an 11kV 
network earth will be established via the RaaS BESS transformer neutral earth connection (neutral 
earth contactor closed via the interlocking with the primary substation transformer circuit breaker). 

The DNO RaaS Controller will check that the primary substation 11kV switchboard maintains stable 
voltage and frequency within programmed limits for a pre-programmed period. 

If the voltage and frequency are not within the programmed limits the black start sequence will halt 
until a stable voltage and frequency is detected for the pre-programmed period [note, that after a 
programmed threshold exceedance timer, the RaaS BESS 11kV circuit breaker would be tripped by the 
DNO RaaS Controller].   

Pre-conditions 

• 33/11kV Primary Substation and associated 11kV network is in a blackout condition.   

• RaaS BESS has sufficient charge/forecast run time to black start and sustain island supplied 
for a period of time (ideally until a healthy grid supply is detected).   

• The DNO Control Room has provided a black start commencement signal to the DNO RaaS 
Controller or enabled auto black start mode. 

• The DNO RaaS Controller has nor disabled black starting due to a closed primary substation 
transformer 11kV circuit breaker or primary substation 11kV busbar voltage measurements 
above the programmed threshold. 

• The DNO DMS has been programmed to carry out the correct reconfiguration switching 
sequence. 

Post-conditions  
The 33/11kV Primary Substation and Non-local 11kV network has been reconfigured ready for 
energising from the RaaS BESS and the supply restoration switching sequence to commence. 

Main Success 
Scenario  

1. Send a command to the DNO DMS to commence the pre-energisation primary substation 
and 11kV network reconfiguration switching sequence. 

2. Receive status confirmation from the DNO DMS that the switching sequence is complete. 

Extensions  

• If at step 2 within a programmed time, the DNO RaaS Controller does not receive a status 
update from the DNO DMS that the switching sequence is complete, the DNO RaaS 
Controller will raise a status update to the DNO Control Room that the back start process 
has stalled.  

Priority   

Special 
Requirements  

 

Open Questions   

Communication 
Requirements  
 

Communications between the DNO RaaS Controller and the primary substation and DNO DMS.  While 
circuit breaker status checking and switching does not require to be fast, monitoring the de-energised 
status of the primary substation 11kV switchboard via real time voltage measurements should be 
refreshed at a reasonable frequency (20 to 60 seconds). 

Measurement 
Requirements 

Primary substation 11kV voltage real time measurements (directly from the DNO RaaS Controller 
power quality meter (PQM) receiving CT and VT hardwired analogue value), used to confirm the 
33/11kV Primary Substation remains de-energised. 

Interfaces  
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Where any voltage or frequency instability measurements are outside of preconfigured limits, the DNO 
RaaS Controller will shut down the island network (open the RaaS BESS 11kV Circuit breaker) to protect 
DNO and customer equipment.  The DNO RaaS Controller will attempt to energise the 11kV 
switchboard a programmed number of times before stopping the black start. [Note at this point the 
DNO Control Room and BESS Control Centre may need to resolve the issue and restart stage 2 of the 
sequence or abandon the BESS black start and restore the network supplies via the DNO DMS when a 
healthy 33kV grid supply returns.] 

UC-8 Blackout, Energise Reconfigured primary substation 11kV Switchboard 

Primary Actor(s) DNO RaaS Controller, BESS EMS, 33/11kV Primary Substation 

Secondary 
Actor(s) 

DNO Control Room, BESS Control Centre 

Stakeholders and 
Interest  

 

Trigger  
• The DNO RaaS Controller has completed the reconfiguration of the 33/11kV Primary 

Substation and Non-local 11kV Network (UC7). 

Pre-conditions 

• The DNO RaaS Controller has completed the reconfiguration of the 33/11kV Primary 
Substation and Non-local 11kV Network (UC7). 

• The DNO RaaS Controller has set any required protection setting groups to island mode 
operations and blocked any required DAR (UC5). 

• The BESS EMS has blocked the RaaS BESS G99 protection. 

Post-conditions  

The 33/11kV Primary Substation is supplied from the RaaS BESS and is maintaining a stable 11kV 
voltage and frequency. 

11kV voltage and frequency monitoring and any required actions are carried out by the DNO RaaS 
Controller under UC6. 

Main Success 
Scenario  

1. Send a signal to the BESS EMS requesting it to connect to the 33/11kV Primary Substation 
and energise the 11kV switchboard. 

2. Check that the RaaS BESS transformer 11kV neutral earth contactor is closed. 
3. Check the primary substation 11kV switchboard has stable voltage and frequency within 

programmed limits for a pre-programmed period. 
 

Extensions  

• At step 2, if the RaaS BESS transformer 11kV neutral earth contactor is not closed, the DNO 
RaaS Controller will open the RaaS BESS 11kV circuit breaker, stop the black start and issue 
an alert to the DNO Control Room and the BESS Control Centre that the RaaS System has 
failed. 

• At Step 3, if the primary substation 11kV voltage and frequency are not within the 
preconfigured limits after the preconfigured period of time, the black start sequence will 
halt until a stable voltage and frequency is detected for the pre-programmed period [note, 
that after a programmed threshold exceedance timer, the RaaS BESS 11kV circuit breaker 
would be tripped by the DNO RaaS Controller]. 

• At Step 3, if the primary substation 11kV voltage and frequency are outside of a second set 
of wider preconfigured limits, the DNO RaaS Controller will shut down the island network 
(open the RaaS BESS 11kV Circuit breaker) to protect DNO and customer equipment.  The 
DNO RaaS Controller will commence again at step 1 a pre-programmed number of times 
(n) until successfully energised with a stable voltage and frequency within programmed 
limits for a pre-programmed period.  If n is exceeded, a status update will be raised with 
the DNO Control Room and an alert with the BESS Control Centre that the DNO RaaS 
Controller has stopped the black start. 

Priority   
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 Use Case 9 Island Blackout Network and Customer Supply 
Restoration CB Switching 

Having established a stable voltage and frequency on the now energised primary substation 11kV 
switchboard, the DNO RaaS Controller will initiate the DNO DMS to restore 11kV network and 
customer supplies through a programmed sequence of circuit breaker closing.  The sequence of 
switching will be established to mitigate transformer inrush effects and forecast block loads during 
each circuit breaker closure (switching sequence to be established by SSEN/E.ON).   

During this process, the BESS EMS will maintain a stable 11kV voltage and frequency on the island 
network. The DNO RaaS Controller will check that there is a stable 11kV voltage and frequency before 
the DNO DMS commences each new circuit breaker closure until all circuit breakers in the sequence 
are closed and network supplies are restored to all customers on the island network.  The DNO DMS 
will send a status update to the DNO RaaS Controller when the switching sequence is complete.  On 
successful completion of the switching sequence and supply restoration, the DNO RaaS Controller will 
raise a status update to the DNO Control room indicating this. 

If at any stage the primary substation 11kV voltage and frequency are not within the preconfigured 
limits after the preconfigured period of time, the DNO RaaS Controller will command the DNO DMS to 
halt the supply restoration switching sequence.  The DNO RaaS Controller will issue a status update to 
the DNO Control Room and an alert to the BESS Control Centre that the black start sequence has been 
halted until a stable voltage and frequency is detected for the pre-programmed period.  Where any 
voltage or frequency instability is outside of a second set of wider preconfigured limits, the DNO RaaS 
Controller will shut down the island network (open the RaaS BESS 11kV Circuit breaker) to protect DNO 
and customer equipment. [Note at this point the DNO Control Room and BESS Control Centre may 
need to resolve the issue and restart the stage 3 sequence or adopt an alternative DNO Control Room 
solution. This could include abandoning specific network restoration steps and moving to a DNO 
Control Room initiated restoration sequence via the DNO DMS to restore as much of the island 
network as possible.]  If the DNO Control Room decides to retry islanded black start, this would 
commence again at stage 1. 

 

 

Special 
Requirements  

 

Open Questions   

Communication 
Requirements  
 

Communications between the DNO RaaS Controller and the 33/11kV Primary Substation, BESS EMS, 
DNO Control Room and BESS Control Centre will have sufficient speed to adequately take control action 
to shut down the island network supply to protect DNO equipment and raise alerts with the DNO 
Control Room and RaaS BESS Control Centre. 

Measurement 
Requirements 

Primary substation 11kV voltage and frequency real time measurements (directly from the DNO RaaS 
Controller power quality meter (PQM) receiving CT and VT hardwired analogue value ). 

RaaS BESS transformer 11kV neutral earth contactor status – direct measurement. 

Interfaces  
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UC-9 Island Blackout Network and Customer Supply Restoration CB Switching 

Primary Actor(s) DNO RaaS Controller, 33/11kV Primary Substation, Non-local 11kV Network, BESS EMS, DNO DMS 

Secondary 
Actor(s) 

DNO Control Room, BESS Control Centre 

Stakeholders and 
Interest  

 

Trigger  
The RaaS BESS has established a stable voltage and frequency on the now energised primary substation 
11kV switchboard (UC8). 

Pre-conditions 
The RaaS BESS has established a stable voltage and frequency on the now energised primary substation 
11kV switchboard (UC8). 

Post-conditions  
Stable supply has been restored to all 11kV network sections and all customers on the 11kV island 
network. 

Main Success 
Scenario  

1. Send a command to the DNO DMS to commence the 11kV network supply restoration 
switching sequence. 

2. Receive status confirmation from the DNO DMS that the switching sequence is complete. 
3. Having successfully completed the switching sequence a status update will be issued to the 

DNO Control Room that stable supply restoration of the island network has been achieved.  

Extensions  

• At Step 1, if the primary substation 11kV voltage and frequency are not within the 
preconfigured limits after the preconfigured period of time, a command will be issued to 
the DNO DMS to pause the switching sequence until a stable voltage and frequency is 
detected for the pre-programmed period. 

• At Step 1, if the primary substation 11kV voltage and frequency are outside of a second set 
of wider preconfigured limits, the DNO RaaS Controller will shut down the island network 
(open the RaaS BESS 11kV Circuit breaker) to protect DNO and customer equipment.  A 
status update will be raised with the DNO Control Room and an alert with the BESS Control 
Centre that the second stage limits have been violated and the island network de-
energised. 

• If at step 2, within a programmed time, the DNO RaaS Controller does not receive a status 
update from the DNO DMS that the switching sequence is complete, the DNO RaaS 
Controller will raise a status update to the DNO Control Room that the back start process 
has stalled. 

Priority   

Special 
Requirements  

 

Open Questions   

Communication 
Requirements  
 

Communications between the DNO RaaS Controller and the Primary 11kV Substation, BESS EMS, DNO 
Control Room, DNO DMS and BESS Control Centre will have sufficient speed to adequately take control 
action to shut down the island network supply to protect DNO and customer equipment and raise alerts 
with the DNO Control Room and RaaS BESS Control Centre. 

Measurement 
Requirements 

Primary substation 11kV voltage and frequency real time measurements (directly from the DNO RaaS 
Controller power quality meter (PQM) receiving CT and VT hardwired analogue value ). 

Interfaces  
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 Use Case 10 BESS Island Network Synchronising with the Grid 

Having restored supplies to the 11kV island network (UC9) and with the BESS EMS maintaining a stable 
island monitored by the DNO RaaS Controller for instability issues (UC6) and the status of the BESS 
charge level/forecast run time (UC1), where not already enabled the BESS EMS will request that 
automatic synchronising to the grid is enabled (this can be requested from the DNO RaaS Controller at 
any time e.g. when island mode operation commences). The BESS EMS will monitor the voltage and 
frequency on the transformer side of the primary substation transformer 11kV circuit breaker to 
determine when a healthy grid supply has returned.  When a healthy grid is detected and with 
automatic synchronising enabled, the BESS EMS will synchronise the island network back onto a Grid 
supply. 

The DNO Control Room can enable the BESS EMS for automatic synchronising at any time via the DNO 
RaaS Controller. 

Use Case 10 considers the case where the BESS EMS does not have automatic synchronising enabled 
and requests this via the DNO RaaS Controller to allow the BESS EMS to synchronise the island network 
back onto a healthy grid supply.  With auto synchronising enabled and a healthy grid detected, the 
BESS EMS will control the RaaS BESS export to carry out the synchronising in-line with the Check Sync 
relay settings on the primary substation transformer 11kV circuit breaker. 

UC-10 BESS Island Network Synchronising with the Grid 

Primary Actor(s) BESS EMS, DNO Control Room, 33/11kV Primary Substation, DNO RaaS Controller 

Secondary 
Actor(s) 

 

Stakeholders and 
Interest  

 

Trigger  BESS EMS requests permission to synchronise with the grid. 

Pre-conditions 
• The BESS EMS is managing a stable island network and has sufficient RaaS BESS charge to 

complete synchronising with the grid. 

Post-conditions  Grid plus RaaS BESS mode operation is restored. 

Main Success 
Scenario  

1. Having received a BESS EMS request to enable automatic synchronising with the 11kV grid, 
the DNO RaaS Controller will request that the DNO Control Room enable this. 

2. When automatic synchronising is enabled by the DNO Control Room, the DNO RaaS 
Controller will signal to the BESS EMS to enable it to auto synchronise with the grid. 

3. On detecting the return of a healthy grid and with automatic synchronising enabled, the BESS 

EMS will synchronise the island network back onto the healthy grid supply. 
4. When the DNO RaaS Controller detects that the primary substation transformer 11kV circuit 

breaker has closed (status change) and the 33/11kV Primary Substation voltage and 
frequency remain within pre-defined stable limits for a programmable period of time e.g., 20 
seconds, the DNO RaaS Controller will provide a status update to the DNO Control Room that 
synchronising is complete. 

5. The DNO RaaS Controller will record and store the date and time of this event indicating a 
transition to Grid plus RaaS BESS mode. 

Extensions  
At Step 3 if a healthy 11kV grid supply is not detected and the RaaS BESS charge/forecast run time 
drops below the minimum operational limit, the BESS EMS will shut down the RaaS BESS and a blackout 
condition will remain until the 11kV substation supply can be restored via DNO Control Room actions. 

Priority   
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 Use Case 11 Grid plus RaaS BESS Condition Restore Protection 
Settings and DAR Switching 

Having transitioned successfully from RaaS BESS supported island condition to Grid plus RaaS BESS 
operation, any 11kV DAR blocking will be removed, and any protection relays operating with island 
mode group settings will be restored to their grid supply group settings.    

The DNO RaaS Controller will check that the RaaS BESS transformer 11kV neutral earth contactor is 
now open (should open due to the interlocking with the primary substation transformer 11kV circuit 
breaker).  This ensures there is a single 11kV earth via the primary substation transformer 11kV neutral 
earth. 

If the RaaS BESS transformer 11kV neutral earth contactor is closed, the DNO RaaS Controller will trip 
the RaaS BESS 11kV circuit breaker (moves to Grid Only operational mode until the contactor issue can 
be resolved). 

Special 
Requirements  

 

Open Questions   

Communication 
Requirements  
 

Communications between the DNO RaaS Controller and the BESS EMS, primary substation and DNO 
DMS.  While the communications with the DNO Control Room and BESS EMS do not require to be fast, 
monitoring the 11kV grid supply voltage and frequency should be in near real time. 

Measurement 
Requirements 

Voltage and frequency real time measurements on the transformer side of the primary substation 
transformer 11kV circuit breaker (directly from the DNO RaaS Controller power quality meter (PQM) 
receiving CT and VT hardwired analogue value ). 

Interfaces  

UC-11 RaaS BESS plus Grid Condition Restore Protection Setting and DAR Switching 

Primary Actor(s) DNO RaaS Controller, 33/11kV Primary Substation, DNO DMS, Non-local 11kV Network 

Secondary 
Actor(s) 

 

Stakeholders and 
Interest  

 

Trigger  Transition from island mode to grid supply mode detected (UC10). 

Pre-conditions 

• Island 11kV earth via the RaaS BESS transformer neutral earth (neutral earth contactor 
closed) 

• Configured protection relays have island mode group settings active. 

• Configured DAR are blocked for island operation or black start. 

• NOPs are open. 

Post-conditions  

• 11kV grid earth via the primary substation transformer 11kV neutral earth connection only. 

• Configured protection relays have grid mode group settings restored. 

• Configured DAR blocked for island operation or black start have blocking removed. 

Main Success 
Scenario  

1. Issue a control signal to all required protection devices to switch to the grid supply mode 
operation group settings.  Receive confirmation that the group setting status has been 
switched. 
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2. Issue a control signal to all DAR that require to be unblocked.  Receive confirmation that the 
DAR have been unblocked. 

3. Check that the RaaS BESS transformer neutral earth contactor is open and if not, trip the 
RaaS BESS 11kV circuit breaker and raise an alert to the DNO Control Room and the BESS 
Control Centre that the RaaS System has failed. 

Extensions  

If at Step 1 any of the required protection devices are not confirmed as having grid supply mode group 
settings, raise an alert to the DNO Control Room. 

If at Step 2 any of the required DAR are not confirmed as being unblocked, raise an alert to the DNO 
Control Room. 

Priority   

Special 
Requirements  

 

Open Questions   

Communication 
Requirements  
 

Communications between the DNO RaaS Controller and the 33/11kV Primary Substation (required 
protection relays) and DNO DMS (to required DAR devices).  These do not require to be high speed or 
high band-with communication routes.   Status update of RaaS BESS transformer 11kV neutral earth 
contactor position is required by the DNO RaaS Controller rapidly (sub 100ms), a hardwired link is 
proposed. 

Measurement 
Requirements 

 

Interfaces  
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5. DNO RAAS CONTROLLER DETAILED FUNCTIONAL REQUIREMENTS 

This section builds on the high-level requirements for the DNO RaaS Controller set out in section 3.  
The detailed functional requirements are set out in a number of categories in the following subsections 
covering observations, control, protection features, interfaces, communications, user interfaces and 
safety features.  Other non-function requirements such as platform hardware, security, performance, 
system health monitoring, design constraints and other non-functional requirements are set out in 
section 6. 

In setting out the detailed functional requirements for the DNO RaaS Controller, the overall RaaS 
system and associated DNO network and associated DNO systems is considered as a number of parts 
as follows: 

1. The DNO RaaS Controller.  This system is located at the DNO primary substation where RaaS 
is being implemented.  The DNO RaaS Controller will link the DNO primary substation and 
associated non-local 11kV network, the RaaS BESS and associated BESS EMS and the DNO 
control room to monitor and control DNO related aspects of the RaaS system during the 
various modes of operation. 

2. The RaaS BESS and associated BESS EMS includes the BESS, associated LV switchgear, climate 
systems, control, inverter, measurement and protection systems along with the LV circuit 
breaker on the LV feeder from the RaaS BESS step up transformer to the 33/11kV Primary 
Substation.  All monitoring of data and status from this system and signals sent to this system 
by the DNO RaaS Controller will be via the BESS EMS.  This overall system is referred to as the 
BESS EMS in the flowing detailed requirements. 

3. The DNO primary substation including the 11kV switchgear and associated measurement, 
protection and control equipment (Primary substation transformer, feeder, bus section and 
RaaS BESS 11kV circuit breakers).  Also taken to include the RaaS BESS LV to 11kV transformer 
and associated neutral earth equipment.  Where existing, includes any directly connected DG 
which can be automatically started and synchronised with the 33/11kV Primary Substation via 
the DNO DMS and is contracted to provide additional RaaS support.  This system will be 
referred to as the 33/11kV Primary Substation in the flowing detailed requirements. 

4. The DNO network fed from the 33/11kV Primary Substation including the 11kV feeder PMCBs 
and associated DAR and NOP circuit breakers.  All status information from the DNO network 
to the DNO RaaS Controller and all control signals to the DNO network from the DNO RaaS 
Controller will be via the existing DNO DMS system communications network.  This will be 
referred to as the Non-local 11kV Network in the flowing detailed requirements. 

5. The DNO RaaS Controller will be linked to the DNO Control Room via the DNO DMS.  The DNO 
Control Room will receive RaaS system operational status updates and alerts from the DNO 
RaaS Controller and will allow the DNO Control Room to disable DNO RaaS Controller 
automation at key points e.g. starting the RaaS, commencing an island black start and allowing 
a RaaS Islanded network to synchronise with the Grid. 

The following DNO RaaS Controller requirements include a number of suggested programable settings 
for refresh rates, event thresholds and time limits.  These are only suggestions to provide a broad 
indication of what may be suitable.  SSEN and the other RaaS stakeholder will require to agree the 
various programable settings to apply.  
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 Observation Requirements 

The DNO RaaS Controller has the following monitoring & observation requirements. 

 

5.1.1.  BESS EMS 

The following requirements are based on the availability of a suitable direct communication link 
between the BESS EMS and the DNO RaaS Controller, and also from the DNO DMS to the DNO RaaS 
Controller.  The DNO RaaS Controller is to: 

Req. 1  Monitor the RaaS BESS charge status and estimate the forecast island operation run 
time over the next four hours assuming the 11kV network island demand remains 
constant over that period (network island demand is derived from primary 
transformer(s) power flow measurements, see Req. 6 ).  Update the run time forecast 
at a programmed interval (5 minutes suggested) or when the RaaS BESS charge status 
changes by 1% of the rated RaaS BESS charge capacity, using the RaaS BESS charge and 
island demand measurement at that point in time.   

Req. 1.1 The RaaS BESS run time forecast is to be updated on the DNO Control Room DMS 
and updates sent to the BESS EMS if required. 

Req. 2  Monitor the status of the primary substation RaaS BESS 11kV circuit breaker and alert 
the BESS Control Centre when the RaaS BESS is offline. (The BESS Control Centre can 
then check if this is planned e.g. for maintenance, before taking further actions e.g. 
reconnecting the RaaS BESS to the grid supplied network.) 

Req. 3  Monitor the BESS EMS for operational status, available/ not available, mode of 
operation (Grid plus RaaS BESS, RaaS Islanded, offline).  Update on a change of status.  

Req. 4  Monitor the BESS EMS for a change in the G99 protection status (blocked/operational). 

 

5.1.2.  Local 33/11kV Primary Substation 

The following requirements are based on suitable direct communications between the local primary 
substation switchboard equipment and the DNO RaaS Controller.  The term “real time” is a generic 
term which covers DNO SCADA operational round trip time scales to near instantaneous round trip 
time scales associated with direct analogue data measurements from CTs.  Where this term is used 
further guidance on the specific round trip time scales is provided e.g. direct CT and VT analogue 
measurements (very fast, near instantaneous), sub 100ms (fast), sub second (slow), 1 to multiple 
seconds (SCADA system time scales). 

Req. 5  Monitor in real time for status changes of the 11kV substation circuit breakers 
(open/closed) including the primary substation transformer, feeder, bus section and 
RaaS BESS 11kV circuit breakers and also the RaaS BESS transformer 11kV neutral earth 
contactor.  Round trip times expected to be SCADA system time scales 1 to 2 seconds.  
The position status of the RaaS BESS transformer 11kV neutral earth contactor has 
safety implications and a much faster status update is required, sub 100ms through 
direct hardwired connection. 

Req. 6  Monitor in real time the real and reactive power flows through the primary substation 
transformer(s) and RaaS BESS 11kV circuit breakers.  Direct CT and VT analogue 
measurements required. 
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Req. 7  Monitor in real time the 11kV voltage and frequency on the 11kV switchboard side of 
the primary substation transformer 11kV circuit breaker.  Direct CT and VT analogue 
measurements required. 

Req. 8  Monitor in real time the 11kV voltage and frequency on the transformer side of the 
primary substation transformer 11kV circuit breaker.  Direct CT and VT analogue 
measurements required. 

Req. 9  Monitor in real time for a protection trip status flag associated with the primary 
substation transformer circuit breaker.  Round trip times expected to be SCADA system 
time scales 1 to 2 seconds. 

Req. 10  Monitor the 11kV feeder protection device setting group applied, update status on a 
change of group settings.  Round trip times expected to be SCADA system time scales 
1 to 2 seconds. 

 

5.1.3.  Non-local 11kV Network 

The following requirements are based on a suitable communication link between the DNO SCADA 
system and the DNO RaaS Controller and suitable communication links to the PMCBs and NOPs 
associated with the DNO SCADA system. 

Req. 11  Monitor in real time for status changes of the relevant 11kV PMCB and NOP circuit 
breakers (open/closed).  Round trip times expected to be SCADA system time scales 
up to 5 seconds. 

Req. 12  Where required, monitor the status of PMCB DAR (blocked/operational).  Round trip 
times expected to be SCADA system time scales up to 5 seconds.  

 

5.1.4. DNO Control Room 

The following requirements are based on existing communication links between the DNO Control 
Room (taken to be via the DNO SCADA system communication network) and the DNO RaaS Controller. 

Req. 13  Monitor for a DNO Control Room change in permissions to enable/disable automatic 
transition from Grid plus RaaS BESS, to RaaS Islanded operation.  Round trip times 
expected to be SCADA system time scales up to 5 seconds.  

Req. 14  Monitor for a DNO Control Room change in permissions to automatically permit the 
BESS EMS to resynchronise a RaaS BESS supported island network with the primary 
substation grid supply).  Round trip times expected to be SCADA system time scales up 
to 5 seconds.  

Req. 15  Monitor for a DNO Control Room change in permissions to automatically permit the 
commencement of an island black start operation.  Round trip times expected to be 
SCADA system time scales up to 5 seconds.  
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 Controls Requirements 

 

5.2.1. BESS EMS 

Req. 16  Where the BESS EMS charge level or forecast island mode run time drops below a 
programmable threshold issue a status update to the DNO Control Room and an Alert 
to the BESS Control Centre.   

Req. 17  Provide the BESS EMS operational status, available/ not available to the DNO Control 
Room (update the DNO DMS user interface RaaS status page on a change of status).  

Req. 18  Provide the BESS EMS G99 protection status (blocked/operational) to the DNO Control 
Room (update the DNO DMS user interface RaaS status page on a change of status).   

 

5.2.2. Local 33/11kV Primary Substation, Non-local Network and DNO Control Room 

5.2.2.1. Grid plus RaaS BESS operating mode 

Req. 19  Where the primary substation transformer circuit breaker status changes to open but 
a stable 11kV voltage and frequency remains on the 33/11kV primary substation 
(frequency and voltage stability thresholds to be programmable and decided upon by 
SSEN, limits suggest are 47.5 to 52Hz for frequency and +/- 6% for 11kV voltage), the 
system will have transitioned from Grid plus RaaS BESS mode to RaaS Islanded mode.  
Issue a RaaS operational status change to the DNO Control Room to reflect this (update 
the DNO DMS user interface RaaS status page on a change of status).  Store the event 
information (timestamp, status change). 

Req. 20  Where the primary substation transformer circuit breaker status changes to open and 
the 11kV voltage and frequency drop below pre-programmed thresholds for a 
programmed period of time (thresholds and times to be agreed with SSEN), the system 
will have transitioned from Grid plus RaaS BESS or Grid Only mode to a blackout 
condition.  Issue a RaaS operational status alert to the BESS Control Centre (via the 
BESS EMS) and the DNO Control Room to reflect this (update the DNO DMS user 
interface RaaS status page on a change of status).  Store the event information 
(timestamp, status change). 

Req. 21  Where the primary substation transformer circuit breaker status remains closed and 
the 11kV voltage and frequency drop below pre-programmed thresholds for a 
programmed period of time (thresholds and times to be agreed with SSEN)10, and 
primary substation transformer circuit breaker power flow is below a programable 
threshold for a programable period, the system will have transitioned from Grid plus 
RaaS BESS or Grid Only mode to a blackout condition.  This is a RaaS system failure as 
the BESS EMS LOM has failed to open the primary transformer 11kV circuit breaker.  
The DNO RaaS Controller will disable automatic black starting (can only be enabled by 
the DNO Control Room i.e. when they are happy the RaaS system failure has been 
resolved).  Issue a RaaS operational status alert to the BESS Control Centre (via the 
BESS EMS) and the DNO Control Room to reflect this (update the DNO DMS user 

 
10 Voltage and frequency thresholds and timers can be set to differentiate between a black out condition and a temporary condition such as 

a nearby short circuit subsequently cleared by protection action.  
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interface RaaS status page on a change of status).  Store the event information 
(timestamp, status change). 

Req. 22  Where the monitored power flow11 through the primary substation transformer circuit 
breaker exceeds a programable threshold for a programable period of time (e.g. 
(transformer rated capacity), raise a thermal violation status update to the DNO 
Control Room (update the DNO DMS user interface RaaS status page on a change of 
status) and an alert to the BESS Control Centre (via the BESS EMS) requesting they 
adjust the BESS import/export to remove the threshold violation immediately12.  Store 
the event information (timestamp, status change).   

Req. 22.1 Programable thresholds and timers are to be available for power flow in both 
direction through the transformer (export to the 33kV grid and import from the 
33kV grid). 

Req. 22.2 Where the monitored power flow continues to exceed the threshold for a 
programable period of time, trip the RaaS BESS 11kV circuit breaker and raise a 
thermal violation status update (BESS tripped) to the DNO Control Room (update 
the DNO DMS user interface RaaS status page on a change of status) and an alert 
to the BESS Control Centre (via the BESS EMS).   

Req. 22.3 Where the monitored power flow exceeds a higher threshold for a programable 
period of time, trip the RaaS BESS 11kV circuit breaker and raise a thermal violation 
status update (BESS tripped) to the DNO Control Room (update the DNO DMS user 
interface RaaS status page on a change of status) and an alert to the BESS Control 
Centre (via the BESS EMS). 

Req. 23  Where the monitored 33/11kV Primary Substation 11kV voltage moves out with a 
programmed band (e.g. statutory upper and lower voltage limits for 11kV operation) 
for a programable period of time, raise a voltage violation status update to the DNO 
Control Room (update the DNO DMS user interface RaaS status page on a change of 
status) and an alert to the BESS Control Centre (via the BESS EMS) requesting they 
adjust the BESS import/export to remove the threshold violation immediately.  Store 
the event information (timestamp, status change). 

Req. 23.1 Where the monitored voltage continues out with the threshold band limits for a 
programable period of time (based on permitted operational time limits), trip the 
RaaS BESS 11kV circuit breaker and raise a voltage violation status update (BESS 
tripped) to the DNO Control Room (update the DNO DMS user interface RaaS status 
page on a change of status) and an alert to the BESS Control Centre (via the BESS 
EMS). 

Req. 23.2 Where the monitored voltage moves out with a programmed wider band for a 
programable period of time (e.g. shorter time period that allows for 11kV or higher 
voltage network fault clearance), trip the RaaS BESS 11kV circuit breaker and raise 
a voltage violation status update (BESS tripped) to the DNO Control Room (update 

 
11 Power flow here refers to kVA.  Alternatively, the functionality could be based on current (Amps). 
12 The connection agreement should not allow a thermal or 11kV voltage violation condition to happen which could in theory involve actions 

from an ANM/DERMS scheme where there is multiple DER being managed.  This functionality caters for cases where the introduction of the 
RaaS BESS could potentially introduce a new risk of a primary transformer thermal or 11kV voltage violation.  If this functionality is not 
required, the thresholds and timers could be set to ensure this functionality will not operate.  
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the DNO DMS user interface RaaS status page on a change of status) and an alert 
to the BESS Control Centre (via the BESS EMS). 

 

5.2.2.2. Transition from Grid plus RaaS BESS to RaaS Islanded operating mode 

Req. 24  Where the DNO Control Room issues a command to disable an automatic transition 
from Grid plus RaaS BESS, to RaaS Islanded operation, this command is to be sent to 
the BESS EMS which will confirm it has disabled this automatic transition. The DNO 
Control Room will issue this disable command when NOPs (normal open points) are 
closed, personnel are working at the primary substation or for other safety reasons 
such as trespasser alerts to the DNO Control Room. 

Req. 24.1 If the DNO RaaS Controller does not receive confirmation from the BESS EMS within 
a programmed time the command will be sent a further programmed number of 
times (e.g. 5) and if still no confirmation the RaaS BESS 11kV circuit breaker will be 
tripped.  A status update will be issued to the DNO Control Room and an alert sent 
to the BESS Control Centre indicating the reason for the trip.  

Req. 25  Where the primary substation transformer circuit breaker status changes to open and 
a stable 11kV voltage and frequency remains on the primary substation 11kV 
switchboard (transition from Grid plus RaaS BESS mode to RaaS Islanded mode), check 
the status of the RaaS BESS transformer neutral earth contactor is now closed (island 
11kV network earth established). 

Req. 25.1 If the status of the contactor is open (interlocking with primary substation 
transformer 11kV circuit breaker has failed), trip the RaaS BESS circuit breaker (no 
11kV network earth).  Issue a RaaS operational status alert to the BESS Control 
Centre (via the BESS EMS) and the DNO Control Room to reflect an 11kV network 
blackout (update the DNO DMS user interface RaaS status page on a change of 
status).  Store the event information (timestamp, status change). 

Req. 25.2 If the contactor is closed (11kV network earth available), issue control signals to 
switch any required primary substation 11kV protection to their alternative Island 
mode group settings (e.g. feeder sensitive standby earth fault protection).  Issue 
control signals to block any required PMCB DAR. 

 

5.2.2.3. Island Mode Operation 

Req. 26  Where the monitored primary substation 11kV frequency moves out with a 
programmed band (e.g. 47.5hz to 52.0hz) for a programmed period of time, raise a 
frequency violation status update to the DNO Control Room (update the DNO DMS 
user interface RaaS status page on a change of status) and an alert to the BESS Control 
Centre (via the BESS EMS).  Store the event information (timestamp, status change). 

Req. 26.1 Where the monitored frequency continues out with the threshold band limits for a 
programable period of time (e.g. 60 seconds), trip the RaaS BESS 11kV circuit 
breaker and raise a frequency violation status update (BESS tripped) to the DNO 
Control Room (update the DNO DMS user interface RaaS status page on a change 
of status) and an alert to the BESS Control Centre (via the BESS EMS). 

Req. 26.2 Where the monitored frequency moves out with a programmed wider band for a 
programable shorter period of time than Req. 26.1 (e.g. 47hz to 53hz for 0.5 
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seconds), trip the RaaS BESS 11kV circuit breaker and raise a frequency violation 
status update (BESS tripped) to the DNO Control Room (update the DNO DMS user 
interface RaaS status page on a change of status) and an alert to the BESS Control 
Centre (via the BESS EMS). 

Req. 27  Where the monitored primary substation 11kV voltage moves out with a programmed 
band (e.g. statutory upper and lower voltage limits for 11kV operation) for a 
programmed period of time, raise a voltage violation status update to the DNO Control 
Room (update the DNO DMS user interface RaaS status page on a change of status) 
and an alert to the BESS Control Centre (via the BESS EMS).  Store the event 
information (timestamp, status change).  Note that this is a separate requirement to 
Grid operation mode (Req. 23 ) as there may be a need for differing programmed 
voltage threshold band and time thresholds.  

Req. 27.1 Where the monitored voltage continues out with the threshold band limits for a 
programable period of time (based on permitted operational time limits), trip the 
RaaS BESS 11kV circuit breaker and raise a voltage violation status update (BESS 
tripped) to the DNO Control Room (update the DNO DMS user interface RaaS status 
page on a change of status) and an alert to the BESS Control Centre (via the BESS 
EMS). 

Req. 27.2 Where the monitored voltage moves out with a programmed wider band for a 
programable period of time (e.g. shorter time period that still allows for 11kV 
voltage network fault clearance), trip the RaaS BESS 11kV circuit breaker and raise 
a voltage violation status update (BESS tripped) to the DNO Control Room (update 
the DNO DMS user interface RaaS status page on a change of status) and an alert 
to the BESS Control Centre (via the BESS EMS). 

 

5.2.2.4. Island Mode Operation Resynchronisation with Grid 

Req. 28  Where the BESS EMS is not enabled to automatically synchronise an island network 
onto a healthy grid supply by the DNO Control Room and makes a request via the DNO 
RaaS Controller to enable automatic synchronising, the DNO RaaS Controller will signal 
the request to the DNO Control Room via the DMS.  When the DNO Control Room 
enables automatic synchronising, the DNO RaaS Controller will send a signal to the 
BESS EMS to enable it to automatically synchronise (the BESS EMS will be responsible 
for detecting a healthy grid supply). 

Req. 29  When the primary substation transformer 11kV breaker changes status to closed, and 
the healthy grid flag continues for a programmable period of time (e.g. 20 seconds 
suggested) the DNO RaaS Controller will issue a status update to the DNO Control 
Room that synchronising has been successfully completed (update the DNO DMS user 
interface RaaS status page on a change of status). 

Req. 30  On flagging that synchronising with the grid has been successfully completed, the DNO 
RaaS Controller will check the status of the RaaS BESS transformer neutral earth 
contactor is now open (single 11kV earth now via the primary substation 
transformer(s)). 

Req. 30.1 Issue control signals to switch any required 33/11kV Primary Substation protection 
back to their normal Grid mode group settings (e.g. feeder sensitive standby earth 
fault protection).   
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Req. 30.2 Issue control signals to remove any blocking of PMCB DAR applied for island mode 
operation.   

Req. 30.3 If the status of the contactor is closed, trip the RaaS BESS circuit breaker.   

 

5.2.2.5. Black Start Operations 

On detecting a blackout condition exists on the 33/11kV Primary Substation (see Req. 20 & Req. 21 ), 
the following requirements will apply. 

 

Stage 0 Pre-Black Start Preparation 

Req. 31  Where automated black start is disabled, the DNO RaaS Controller will not commence 
a RaaS BESS island black start until the status changes to indicate automated black start 
is enabled (DNO Control Room will need to remove the black start disable status).      

Req. 32  Check the readiness status of the RaaS BESS to support a black start and island mode 
operations (see Req. 1 to Req. 4 ).  

Req. 32.1 If the RaaS BESS has a charge level or run time above a programmable level (levels 
to be set by SSEN), the status indication will be issued to the DNO Control Room, a 
RaaS BESS island black start can commence.   

Req. 32.2 If the RaaS BESS is not available, the status indication will be issued to the DNO 
Control Room and a RaaS BESS island black start cannot commence.  (DNO Control 
Room will restore network supply when a healthy grid returns). 

Req. 32.3 Where the RaaS BESS G99 protection is not indicated as blocked, alert the BESS 
Control Centre (via the BESS EMS), the G99 protection status will be issued to the 
DNO Control Room and a RaaS BESS island black start will not commence until the 
G99 protection status changes to blocked. 

 

Stage 1 Pre-energisation Network Configuration 

Req. 33   The DNO RaaS Controller will monitor the primary transformer 11kV circuit breaker 
status.  If this circuit breaker is closed, the RaaS BESS LOM protection has failed and 
hence the RaaS system has failed.  The DNO RaaS Controller will disable automatic 
black starting (this can only be enabled by the DNO Control Room once they are 
satisfied the RaaS system failure has been resolved).  The DNO RaaS Controller will 
send a status update to the DNO Control Room and alert to the BESS Control Centre 
that the RaaS system has failed to operate correctly and that the automatic black 
starting has been disabled. 

Req. 33.1 Where the primary transformer 11kV circuit breaker is open, check the RaaS BESS 
transformer 11kV neutral earth contactor.  If this contactor is open, the interlock 
with the primary transformer 11kV circuit breaker has failed and hence the RaaS 
system has failed.  The DNO RaaS Controller will disable automatic black starting 
(this can only be enabled again by the DNO Control Room once they are satisfied 
the RaaS system failure has been resolved).  The DNO RaaS Controller will send a 
status update to the DNO Control Room and alert to the BESS Control Centre that 
the RaaS system has failed to operate correctly and that the automatic black 
starting has been disabled. 
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Req. 34  DNO RaaS Controller will monitor the voltage measurement on the primary substation 
11kV busbars. 

Req. 34.1 If the primary substation 11kV busbar voltage measurement is not below a 
programmable threshold for a programmed period, disable automatic black 
starting (this can only be enabled again by the DNO Control Room once they are 
satisfied the retained voltage issue (e.g. possible unintentional islanding) has been 
resolved).  Send a status update to the DNO Control Room and alert to the BESS 
Control Centre that there is voltage remaining on the 11kV network and that the 
automatic black starting has been disabled.   

Req. 35  The DNO RaaS Controller will issue a command to the DNO DMS to carry out a series 
of circuit breaker open operations programmed in the DNO DMS (programmed by 
SSEN13) to configure the 11kV island ready for energisation and staged restoration of 
customer supplies.  The DNO DMS will provide the DNO RaaS Controller with a status 
update when the switching sequence is complete. 

Req. 35.1  If the DNO DMS switching sequence is not received by a programmed time, issue 
a status update to the DNO Control Room that the DNO DMS black start 
reconfiguration switching sequence has stalled (the DNO Control Room can then 
take action to resolve this). 

Req. 36  Where required, the DNO RaaS Controller will send signals to block a programmed list 
of PMCB DAR protection and confirm the status as blocked. 

Req. 37  Where required, the DNO RaaS Controller will send signals to switch any programmed 
list of 33/11kV Primary Substation protection functions to their island mode group 
settings.  

 

Stage 2 Energise the Primary Substation 11kV Switchboard. 

Subject to the Stage 0 and 1 requirements being completed, the DNO RaaS Controller will energise the 
primary substation 11kV switchboard ready to commence island network supply restoration. 

Req. 38  DNO RaaS Controller will issue a signal to the BESS EMS to energise the 11kV 
switchboard, the BESS EMS will close the RaaS BESS 11kV circuit breaker and energise 
the primary substation 11kV switchboard.  Closing the RaaS BESS 11kV circuit breaker 
will also establish an 11kV earth via the RaaS BESS transformer neutral earth (contactor 
closed). 

Req. 38.1 Where the RaaS BESS transformer neutral earth contactor status is not closed, DNO 
RaaS Controller will trip the RaaS BESS 11kV circuit breaker.  DNO RaaS Controller 
will alert the BESS Control Centre and the DNO Control Room that the RaaS System 
has failed (11kV earth failure).  [The DNO Control Room will require to revert to 
manual restoration of 11kV network supplies once a healthy grid returns, if the 
RaaS System cannot be resolved.]  

Req. 39  DNO RaaS Controller will monitor voltage and frequency at the primary substation 
11kV busbar to establish that a stable voltage and frequency is maintained for a 
programable period (e.g. 60 seconds) before commencing with the wider network 
supply restoration sequence.  See Req. 26 to Req. 27 regarding monitoring of voltage 

 
13 For the Drynoch RaaS trial, a set of PMCBs to be opened is provided in reference [2], the RaaS FEED study report (section 

6.2). However, this is to be reviewed further during the detailed design phase and is subject to change. 
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and frequency during Island mode operations and subsequent control actions where 
stable voltage and frequency are not met. 

Req. 39.1 Where the RaaS BESS 11kV circuit breaker is tripped due to voltage or frequency 
stability issues, the DNO RaaS Controller will repeat requirement Req. 38 (a 
programable number of times, agreed with SSEN) to establish a stable energised 
primary substation. 

Req. 39.2 If a stable energised primary substation 11kV supply cannot be established, the 
DNO RaaS Controller will stop the black start sequence and issue a status update to 
the DNO Control Room that the black start has stopped (update the DNO DMS user 
interface RaaS status page on a change of status).   

 

Stage 3 Energise the 11kV Network. 

Req. 40  The DNO RaaS Controller issues a command to the DNO DMS to commence a 
programmed sequence of a circuit breaker closing to restore the 11kV network supply 
section by section starting with the primary substation 11kV feeder circuit breakers 
and working out into the network14 (the circuit breaker supply restoration sequence 
will be programmed into the DMS by SSEN).    

Req. 41  After each circuit breaker closure, the DNO RaaS Controller will check that stable 
frequency and voltage conditions are maintained for a programable period agreed 
with SSEN (e.g. 20 seconds) before commencing with the next switching operation.    

Req. 41.1 If the voltage and frequency are not within the preconfigured limits after the 
preconfigured period of time, issue a command to the DNO DMS to halt the 
programmed switching sequence.  Issue a status update to the DNO Control Room 
and alert the BESS Control Centre. The black start sequence is held until a stable 
voltage and frequency is detected for the pre-programmed period before issuing a 
command to the DNO DMS to continue the programmed switching sequence.  
[Note at this point the DNO Control Room and BESS Control Centre may need to 
resolve the issue and restart the stage 3 sequence or adopt an alternative DNO 
Control Room solution. This could include abandoning specific network restoration 
steps and moving to a DNO Control Room initiated restoration sequence via the 
DNO DMS (with comms via the SCADA system) to restore as much of the island 
network as possible.]  

Req. 41.2 Where any voltage or frequency instability measurements are outside of a second 
set of wider preconfigured limits, the DNO RaaS Controller will shut down the island 
network (open the RaaS BESS 11kV Circuit breaker) to protect DNO and customer 
equipment.   

Req. 41.3 Where the RaaS BESS 11kV circuit breaker is tripped by the DNO RaaS Controller 
due to voltage or frequency stability issues, the DNO RaaS Controller issues a status 
update to the DNO Control Room that the black start sequence has stopped and a 
black out condition exists (update the DNO DMS user interface RaaS status page on 
a change of status).  The DNO RaaS Controller will return to black start stage zero 
and commence again from Req. 31 .  This will be repeated a programable number 

 
14 For the Drynoch RaaS trial, a sequence of feeder circuit breakers and PMCBs to be closed to provide a stable restoration of 
the 11kV island network is provided in reference [2], RaaS FEED study report (section 6.2). However, this is to be reviewed 
further during the detailed design phase and is subject to change. 



 Scottish and Southern Electricity Networks 
  Resilience as a Service 

DNO RaaS Controller Requirements & Use Case Specification 
 
 

200993 03C Page 56 of 66  13/05/2021 
© 2021 Smarter Grid Solutions Ltd.  CONFIDENTIAL 

of times, agreed with SSEN to establish a stable energised island network.  Where 
the RaaS BESS 11kV circuit breaker is tripped by other protection devices, the black 
start will not commence again and will simply be stopped.  (The DNO Control Room 
can check the protection status flags when they see the black start status has 
stopped and take appropriate action for a fault based on the protection flags). 

Req. 41.4 If a stable energised island network cannot be established, the DNO RaaS Controller 
will stop the black start sequence and issue a status update to the DNO Control 
Room that the black start has stopped (update the DNO DMS user interface RaaS 
status page on a change of status).   

Req. 42  Having received a status update from the DNO DMS that the supply restoration 
switching sequence is complete and checked that that the primary substation 11kV 
switchboard has stable voltage and frequency within preconfigured limits for a 
preconfigured period, the DNO RaaS Controller will issue a status update to the DNO 
Control Room indicating the switching sequence has been successfully completed 
where this is the case. 

 

 Communication Requirements 

The DNO RaaS Controller has a number of communication links.  These are identified and an indication 
of whether these require to be fast (less than 100ms round trip) or slow speed (less than 1 second 
round trip).   Further detail on communications will be developed during the detailed design phase. 

Req. 43  DNO RaaS Controller to the DNO DMS.  This link is used to receive status updates for 
PMCBs (and associated DAR blocking), receive DNO Control Room enable/disable 
commands for automated black start, island to grid synchronisation, and Grid plus 
RaaS BESS to RaaS Islanded transition, and also to send commands to the DNO DMS to 
carry out black start switching sequences.  RaaS status updates and primary substation 
status updates will also be sent to the DNO Control Room.  Slow speed (less than 1 
second round trip) would be adequate. 

Req. 44  DNO RaaS Controller to the 33/11kV Primary Substation equipment.  This would 
include real time power, voltage and frequency measurements; circuit breaker open 
and closing and tripping; and circuit breaker and contactor status data.  Generally, a 
slow speed link would be required.  However, measurements for primary transformer 
power flow, voltage and frequency violations would require a fast speed (less than 
100ms round trip) communications link as would position status updates for the 
primary transformer 11kV neutral earth contactor.  CT and VT analogue measurements 
are to be hardwired to a power quality meter (PQM) forming part of the DNO RaaS 
Controller to provide fast power flow, voltage and frequency measurements.  The 
primary transformer 11kV neutral earth contactor is to be hardwired to the DNO RaaS 
Controller to provide fast position status updates.  

Req. 45  DNO RaaS Controller to BESS EMS.  This link is used by the DNO RaaS Controller to 
monitor the availability status of the RaaS BESS and the charge status.  The DNO RaaS 
Controller will also issue alerts to the BESS Control Centre via the BESS EMS.  The DNO 
Control Room will also issue disable signals to the BESS EMS via the DNO RaaS 
Controller to disable the RaaS BESS for transitioning from Grid plus RaaS BESS to RaaS 
Islanded operation.  A slow speed (less than 1 second round trip) communication link 
is recommended in agreement with SSEN. 
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5.3.1.  Communication Failure 

Req. 46  DNO RaaS Controller to the DNO DMS.  This link is used to receive enable/disable 
commands from the DNO Control Room, status updates for the PMCBs (and associated 
DAR blocking), send various status updates to the DNO Control Room, and also sending 
black start switching sequence requests to the DNO DMS.  The DNO RaaS Controller is 
to monitor for communication failures and if detected block the transition from Grid 
plus RaaS BESS to RaaS Islanded operation and disable islanded black start.  
Resynchronising to the grid would be retained where not disabled by the Control Room 
prior to the communication failure.  

[If this communication link fails the DNO RaaS Controller cannot receive enable/disable 
RaaS operation commands from the DNO Control Room.] 

Req. 47  DNO RaaS Controller to the 33/11kV Primary Substation equipment.  This would 
include real time power, voltage and frequency measurements; circuit breaker open 
and closing and tripping; and circuit breaker and contactor status data depending on 
which link fails (circuit breaker status and tripping commands would be via the main 
communications link, CT and VT analogues and the RaaS BESS transformer 11kV 
neutral earth contactor status would be hard wired).  The DNO RaaS Controller is to 
monitor for communication failures and if detected: 

• When in Grid plus RaaS BESS mode, send a command to the BESS EMS to put 
the RaaS BESS into a safe power import/ export mode (to be agreed what this 
is with SSEN).  Where this fails (communication to BESS EMS impacted), the 
BESS EMS will need to take action, having detected a communications failure 
to the DNO RaaS Controller. 

• When in RaaS Islanded mode, on transition to Grid plus RaaS BESS mode send 
a command to the BESS EMS to open the RaaS BESS 11kV circuit breaker if 
visibility of the RaaS BESS transformer 11kV neutral earth contactor status is 
lost.  If the BESS EMS cannot open the RaaS BESS 11kV circuit breaker, do not 
permit the BESS EMS to synchronise to the grid.  When the RaaS BESS shuts 
down due to low charge, the DNO Control Room can close the primary 
transformer 11kV circuit breaker to restore network supplies. 

• Disable islanded black starting and resynchronising to the grid.  

[Depending on what part of this communications link fails the DNO RaaS Controller 
may have no visibility of the RaaS BESS transformer neutral earth contactor status, the 
power flows via the primary substation transformer (Grid plus RaaS BESS mode) or the 
11kV voltage and frequency during island mode operations.  Communication failure 
and mitigating actions is to be considered in detail at the detailed design stage when 
the full details of the link are established.] 

Req. 48  DNO RaaS Controller to BESS EMS.  This link is used by the DNO RaaS Controller to 
monitor the availability status of the RaaS BESS and the charge status.  The DNO RaaS 
Controller will also issue alerts to the BESS Control Centre via the BESS EMS and issue 
enable/disable automatic Grid plus RaaS BESS to RaaS Islanded operation commands 
from the DNO Control Room to the BESS EMS.  The DNO RaaS Controller is to monitor 
for communication failures and if detected disable automatic islanded black start. 

[If this communications link fails the DNO RaaS Controller cannot issue a command to 
the BESS EMS to re-energise the reconfigured 11kV primary substation switchboard, 
hence, black starting would involve manual intervention at points.] 
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 Interface Requirements 

The DNO RaaS Controller has a number of communication interfaces.  These are identified and an 
indication of the possible interface requirements provided.  It should be noted that at this stage, SSEN 
has not decided on the new Drynoch primary substation 11kV switchboard specification.  Details of 
the interface with the BESS EMS are also not available. 

Req. 49  DNO RaaS Controller to the DNO DMS.  The DNO RaaS Controller will interface with 
the DNO DMS system using DNP3 protocol (specified by SSEN) to provide visibility and 
control of DNO RaaS Controller functions; provide the DNO RaaS Controller with 
network PMCB and NOP status and DNO Control Room enable/disable automation 
signals; provide the DNO Control Room with RaaS status updates. 

Req. 50  DNO RaaS Controller to the 33/11kV Primary Substation equipment.  The DNO RaaS 
Controller will interface with the 33/11kV Primary Substation to access real time 
power, voltage and frequency measurements; send circuit breaker open and close and 
tripping control signals; send contactor open and close signals and access status data.  

Circuit breaker status and control signals to open and close will be routed via a link 
from the DNO RaaS Controller to the primary substation RTU.  CT and VT analogue 
measurements are to be hardwired to a power quality meter (PQM) forming part of 
the DNO RaaS Controller to provide fast power flow, voltage and frequency 
measurements.  The primary transformer 11kV neutral earth contactor is to be 
hardwired to the DNO RaaS Controller to provide fast position status updates. 

For fast digital information operations, protocols could include: 

• IEC 61850 Routable GOOSE Messaging 

• SEL Mirrored Bits 

• SCADA Protocols (Modbus / DNP 3.0 or IEC60870-5-104) configured for high-
speed operation) 

For fast digital and analogue information operations, protocols could include: 

• IEC 61850-9-2LE (Sampled Values) using Routable GOOSE Messaging 

• SEL Mirrored Bits 

• SCADA Protocols (Modbus / DNP 3.0 or IEC60870-5-104) configured for high-
speed operation) 

Req. 51  DNO RaaS Controller to BESS EMS. This link is used by the DNO RaaS Controller to 
monitor the availability status of the RaaS BESS and the charge status.  The DNO RaaS 
Controller will also issue alerts to the BESS Control Centre via the BESS EMS and issue 
enable/disable automatic Grid plus RaaS BESS to RaaS Islanded operation commands 
from the DNO Control Room to the BESS EMS.  Slow speed digital and analogue 
protocols for this interface could include: 

• IEC 61850 MMS 

• DNP3.0 

• IEC60870-5-104 

• Modbus 
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 Graphical User Interface Requirements 

Req. 52  The DNO RaaS Controller will have three user interfaces. 

Req. 52.1 The DNO Control Room user interface via the DNO DMS, this will provide the DNO 
Control Room with various status updates and permits automatic black starts and 
synchronising with the grid to be disabled/enabled. 

Req. 52.2 A local user interface at the primary substation.  This will allow DNO RaaS Controller 
configuration and system interrogation as well as data and status display, 
depending on user access authorisation. 

Req. 52.3 A secure remote interface for third party maintenance e.g. security patches, 
software updates and problem resolution (Not required for the trial, this may be a 
possible BAU requirement only). 

Req. 53  The DNO RaaS Controller system shall control access to the User Interfaces via user 
accounts with different access rights, including the following: 

Req. 53.1 Viewer. A user with Viewer access shall have access to DNO RaaS Controller displays 
but shall be unable to execute any control actions (i.e. read only).  

Req. 53.2 Controller. A user with Controller access shall have access to view and operate the 
DNO RaaS Controller system. 

Req. 53.3 Administrator. A user with Administrator access shall have access to change the 
DNO RaaS Controller system configuration values, functionality and will also be able 
to maintain user accounts. 

Req. 54  User accounts will be able to view the following information: 

• DNO RaaS Controller service status. 

• RaaS BESS service status. 

• DNO RaaS Controller mode status. 

• Measurement values (power, voltage, frequency, thresholds and 
communication status). 

• RaaS BESS state, power output, capacity availability, circuit breaker status and 
communication status. 

• Primary substation 11kV feeder circuit breaker status. 

• Feeder protection setting status, where group settings change based on the 
operational mode (RaaS Islanded mode group settings and Grid mode group 
settings). 

• Primary Substation transformer 11kV circuit breaker status. 

• RaaS BESS transformer 11kV earthing switch status. 

• NOP circuit breaker status and PMCB status along with associated DAR 
blocking status. 

• RaaS BESS G99 protection status. 

Req. 55  Historic Data and faults logs.  The DNO RaaS Controller System shall provide a 
Graphical User Interface that allows authorised users to view historic data relating to 
the DNO RaaS Controller System operation. 
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 Data Historian 

Req. 56  The DNO RaaS Controller System shall save all system data (i.e. received data, 
configuration settings, calculated values) and actions in a local data historian.  The DNO 
RaaS Controller System shall timestamp all data and actions.  The DNO RaaS Controller 
System data historian shall store data for up to three months. The DNO RaaS Controller 
System data historian shall be accessible by authorised users. 

 

 Safety 

The foregoing sections include functional requirements to cover the safety of personnel, customers 
and the wider general public through the protection of DNO and customer equipment.  The functional 
requirements include: 

1. Ensuring RaaS operations involving transition to a RaaS BESS supported island condition and 
RaaS BESS supported islanded black start do not endanger any individuals (including 
trespassers when the DNO Control Room is alerted to possible trespassers). 

2. Ensuring that the correct 11kV earthing arrangements are maintained on transitioning from 
Grid plus RaaS BESS to RaaS Islanded operation and on the reverse transition.  Where the RaaS 
BESS transformer neutral earth is not in the correct operational state (interlock failure), the 
RaaS BESS transformer will be tripped to ensure safe conditions.  

3. Ensuring that where unstable frequency or voltage conditions occur during black start or 
during RaaS Islanded conditions that action is taken to prevent damage to DNO or customer 
equipment by tripping the RaaS BESS.   

4. Where communications with the DNO RaaS Controller fail ensuring the system moves to a safe 
operating condition. 
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6. DNO RAAS CONTROLLER NON-FUNCTIONAL REQUIREMENTS  

 Security 

The DNO RaaS Controller is to be designed to preserve the three fundamental properties of a secure 
system, namely, Availability, Confidentiality and Integrity.  The DNO RaaS Controller design is to be 
based on the following five cybersecurity design principles: 

• To establish the context of the DNO RaaS Controller.  

• To establish controls to make compromise of the DNO RaaS Controller due to error, malice or 
mischance difficult. 

• To make disruption to the DNO RaaS Controller difficult. 

• To allow compromise detection on the DNO RaaS Controller. 

• To reduce the impact of compromise. 

These design principles align with the objectives of the NIS Directive for operators of essential services.  

 

6.1.1. General Security Requirements 

Req. 57  Security measures.  The DNO RaaS Controller supplier is to provide details of all 
security measures in the DNO RaaS Controller solution design. 

Req. 58  Security patching.  The DNO RaaS Controller supplier is to provide details of how the 
solution will be updated and maintained for security purposes. 

Req. 59  Support arrangements.  The DNO RaaS Controller supplier is to provide relevant 
details of its internal IT security policy and support practices. 

Req. 60  Physical Security. The DNO RaaS Controller shall be locked in a secure cabinet to 
prevent unauthorised access. 

 

6.1.2.  Cyber Security Requirements 

Req. 61  Availability. The DNO RaaS Controller shall have an annual availability of (figure to be 
specified by SSEN e.g. 99.9%15) based on all supporting control systems being available 
(i.e. BESS EMS, DNO DMS).   

Req. 62  Integrity. The DNO RaaS Controller shall guard against improper modification or 
destruction of information. 

Req. 63  Confidentiality. The DNO RaaS Controller shall ensure that only authorised users have 
access to operational data. 

 
15 SSEN will require to consider cost implications i.e. high availability will require high levels of controller redundancy and 
possible communication system redundancy.  This has to be considered in the context of trial or BAU operations.  As an 
example, SGS have provided Control systems with reduced server redundancy for trials to keep budgets lower and dual server 
redundant servers with additional disaster recovery systems or Control systems with even higher redundancy to clients to 
meet availability targets. 
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Req. 64  Information Security Management System (ISMS). The DNO RaaS Controller System 
shall be produced using an Information Security Management System certified as 
compliant with ISO 27001. 

Req. 65  Security Assessment. A security assessment must be carried out on the DNO RaaS 
Controller to ensure compliance with SSEN’s IT security hardening approach. 

Req. 66  Protection against Malicious Attacks. The DNO RaaS Controller shall include measures 
to protect against malicious cyber security attacks including through infected 
hardware, via the internet or via external interfaces. 

Req. 67  Minimal Attack Surface. The DNO RaaS Controller shall be implemented in order to 
minimise the possible attack surface. 

Req. 68  Secure Coding. The DNO RaaS Controller shall be coded securely to avoid exploitable 
vulnerabilities. 

Req. 69  Prevention of Unauthorised Access.  Access to the DNO RaaS Controller shall be 
password protected to prevent unauthorised access. 

Req. 70  Secure Remote Operation.  The DNO RaaS Controller shall enable secure remote 
operation. 

Req. 71  Defence Techniques. The DNO RaaS Controller shall include defence techniques such 
as antivirus software, industrial firewalls, and zones to minimise data sharing. 

Req. 72  Specific cyber-security requirements.  Communications infrastructure is compliant 
with cyber security standard IEC 62351. 

Req. 73  Operating System Security. The DNO RaaS Controller shall have Operating System 
security features enabled, e.g., auditing, firewalls on servers, password protection, 
encryption of hard disk, locking of USB ports etc. 

 

 Platform (Infrastructure) 

6.2.1. General Requirements  

Req. 74  Deterministic real-time performance.  The DNO RaaS Controller will be designed and 
implemented to achieve deterministic real-time performance. 

Req. 75  Configurability and Extensibility. The Platform should be capable of being 
reconfigured and extended to allow for a range of Primary Substation and 
network/DER arrangements and operational changes.  

6.2.2. Hardware Requirements 

Req. 76  DNO RaaS Controller is to be deployed in a Primary Substation building environment 
on commodity server hardware or substation hardened computers. 

Req. 77  Operating Environment. The DNO RaaS Controller shall be able to operate in the 
following environments: 

Req. 77.1 Temperature Range (operating). The operating range must be 
between -20°C - +55°C. 

Req. 77.2 Temperature Range (storage). The storage temperature range must be 
between -30°C to - +70°C. 
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Req. 77.3 Damp heat. The hardware must be able to operate in 40°C with 95% 
relative humidity for 8 hours. 

Req. 78  Control Panel. The control panel containing the DNO RaaS Controller will be compliant 
with an IP55 rating. 

Req. 79  Power Supply. The DNO RaaS Controller shall be fed from an appropriate substation 
power supply: 115-230VAC or 24-48VDC external power supply. 

Req. 80  Backup Power Supply. The DNO RaaS Controller shall have the option of including a 
24V UPS battery/charger capable of supplying at least 60 minutes of power supply to 
the DNO RaaS Controller in the event of primary power failure. 

Req. 81  Ethernet Ports. The DNO RaaS Controller shall have at least 2 independent ethernet 
ports. It must be possible to disable these ports if not in use. 

Req. 82  Serial Ports. The DNO RaaS Controller shall have at least two serial ports. It must be 
possible to disable these ports if not in use. 

Req. 83  I/O Connection. The DNO RaaS Controller must be capable of accepting volt-free 
contact hard wired digital inputs as well as 4-20mA analogue inputs. It must be possible 
to expand the number of inputs based on the number of VT and CT in the substation 
that the DNO RaaS Controller is deployed. 

Req. 84  Memory. The available memory in the DNO RaaS Controller shall be appropriate to its 
design and must not operate with a consistently high CPU usage (>90% of capacity). 

Req. 85  Disk Space. The DNO RaaS Controller shall have sufficient hard disk space such that 
the volume of logs, updates, patches etc shall not fill the disk space during the duration 
of the trial. 

6.2.3. Support and Maintenance 

Req. 86  Maintain and support the system.  An appointed provider is to provide operational 
support and maintenance of the DNO RaaS Controller system throughout the trial 
stage. 

6.2.4. Third Party Software 

Req. 87  Third party software register.  The appointed DNO RaaS Controller vendor is to supply 
details of third-party software used in the DNO RaaS Controller solution. 

Req. 88  Vendor supported third party software.  Third party software is to be vendor 
supported. 

Req. 89  Support lifetime.  Third party software should be of an appropriate version for the 
DNO RaaS Controller solution and have an extended support for lifetime of the system. 

6.2.5. Operating Systems 

Req. 90  Operating system specification.  The DNO RaaS Controller vendor is to provide a 
specification of the operating systems used on all relevant hardware.  

6.2.6. Communications  

Req. 91  Communication physical interface specification.  The DNO RaaS Controller vendor is 
to provide a suitable interface specification appropriate for the operation of the DNO 
RaaS Controller solution. 
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Req. 92  Communication data exchange.  The DNO RaaS Controller vendor is to provide a 
detailed list of all data points exchanged between the DNO RaaS Controller solution 
and external systems. 

 

 Performance 

Req. 93  DNO RaaS Controller availability.  The architecture of the DNO RaaS Controller 
solution will be such that the failure of a single server does not cause the DNO RaaS 
Controller to be unavailable.  

 

 System Health Monitoring 

Req. 94  Hardware/software health monitoring and logging.  The solution provided will have 
a mechanism for the monitoring and logging of the health of both the software and 
hardware that make up the DNO RaaS Controller solution. 

 

 Design Constraints 

The following design constraints are to be considered during system design:  

Req. 95  Protocol support.  The DNO RaaS Controller design is to support at least one of the 
protocols used by the DNO for communication between their SCADA Master 
systems/Front End Processors and Remote Terminal Units.   

 

 Other 

Commercial framework, principles of access, solution scalability and training requirements are outside 
the scope of this document.  

Req. 96  Quality assurance. The DNO RaaS Controller solution is to be delivered in compliance 
with an ISO 9001 certified Quality Management System (QMS). 
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APPENDIX 1 SSEN SWP3 LIST OF SCOPE OF WORK ITEMS 

SWP 3 - Detailed DNO Scheme Design for the Selected Trial Site (1 primary substation site)  

Summary:  

1. Review of the outputs of SWP1, SWP2 and other relevant project material which describes the RaaS 
concept and is available to promote effective collaboration between all those involved in development 
of the scheme.  

2. Capture all project and operational requirements and ensure that these are factored into the 
scheme design and functionality to be provided by the DNO side aspects of the RaaS system - the 
scheme design should support integration with a range of different primary substation configurations 
(e.g. numbers of transformers, RTUs, etc.) and be compatible with a range of applicable 
communications standards and protocols, with the capability to accommodate site specific factors in 
a clear way when implementing the system at any individual substation. 

3. Create a detailed system architecture for the DNO side aspects of the RaaS system including its 
integration with existing SSEN assets and its interface with the external elements of the RaaS scheme 
- the architecture must be clearly represented to promote communication and understanding, and the 
use of frameworks such as SGAM (Smart Grid Architecture Model)4 is welcomed.  

4. Define the DNO side operational functions required for the implementation of RaaS, and where 
these functions best sit across the decentralised and centralised elements of primary substation 
operation.  

5. Identify the DNO staff roles & responsibilities associated with the use of RaaS to support SSEN 
network operation in the event of a fault.  

6. Evaluate and develop step-by-step process(es) for DNO side information exchanges and actions 
required to utilise RaaS to support SSEN network operation in the event of a fault and interface with 
the external elements of the RaaS scheme for each of the operational scenarios set out in Table 1 - this 
should identify all automated and/or manual information exchange steps between DNO 
devices/systems/parties, and across interfaces/boundaries with third party systems (e.g. status 
information, command signals, acknowledgement signals, time to readiness/readiness/completion 
information, voltage data, frequency data, synchronisation information, etc.).  

7. Represent the information exchange requirements between all devices, systems and/or individuals 
clearly through appropriate diagrams, flow charts, etc.  

8. Identify and detail the potential risks of RaaS operation and associated mitigation measures.  

9. Define requirements and recommendations for development of the DNO RaaS Platform (the 
purpose of this platform is to provide automated control of the DNO side elements of using RaaS to 
support SSEN network operation in the event of a fault and to provide the system interface with the 
external RaaS Controller and other third-party assets).  

10. Create a flow chart for the logic to be applied via the DNO RaaS Platform which represents the 
required algorithm segments, data points and detailed control logic.  

11. Produce proposed modifications to the existing SCADA system or other relevant business 
communications systems.  

12. Produce a proposed specification for the information and alarms to be shown in the DMS or other 
relevant business systems.  
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13. Detail the communications media, communications protocols and information standards required 
to implement RaaS, including interfacing the DNO RaaS Platform with the external RaaS Controller and 
other third-party assets, and applying the required the protection and control schemes.  

14. Provide recommendations and identify options regarding the reliability of comms required to use 
RaaS to support SSEN network operation in the event of a fault.  

15. Identify factors relevant to cyber risk and information security associated with the implementation 
of RaaS.  

16. Develop a testing programme for the DNO side aspects of the RaaS system which demonstrates its 
integration with existing SSEN assets and its interfaces with the external elements of the RaaS scheme, 
in addition to its capability to operate as required - this should be aligned to the testing activities 
planned by other project partners, and should apply a staged approach to allow issues to be identified 
in a timely manner prior to further development or more involved testing activities, e.g. comprising 
Factory Acceptance Testing (FAT), bench testing, hardware-in-the-loop testing, and full commissioning 
testing.  

17. Develop an installation & commissioning programme for the DNO side aspects of the RaaS system 
- this should be aligned with the installation & commissioning activities planned by other project 
partners.  

18. Provide refined cost assumptions for procurement & installation of all DNO side aspects of the RaaS 
system (including its integration with existing SSEN assets and its interface with the external elements 
of the RaaS scheme).  

19. Liaise closely with the RaaS project partners to understand and align the development of the 
detailed DNO scheme design for RaaS with the detailed design for third party elements (i.e. RaaS 
Controller, BESS, DER).  

20. Arrange site visits as appropriate, via the SSEN RaaS project team.  

21. Comply with SSEN safety requirements and expectations, including attending SSEN Safety Briefings 
as required, prior to any site activities commencing.  

22. Maintain regular contact with the SSEN RaaS project team to report on progress and raise any 
potential issues at the earliest opportunity.  

23. Provide a report describing the work undertaken (including data used and any assumptions made) 
and detailing all findings and recommendations. 

24. Support project dissemination activities as appropriate. 


